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1. Overview

EIS e-invoice API is an API that can transmit the invoice issued from the taxpayers' system
(CAS/CRM/POS) to the BIR.

For those taxpayers who will interlink his/her system (CAS/CRM/POS) with the EIS using e-invoice API,
the taxpayer does not need to issue an invoice from the EIS web portal. E-invoice APl will be provided
in RESTful Web Service format to be interlinked with various system and development languages easily.

2. Type of EIS e-invoice API

EIS e-invoice API provides 4 types of API to receive, acknowledge the results of verification and
registration (enrollment) of invoices received.

API Name API Description

Authentication API that receives Authentication Token for externally linked API calls

For invoice Issuance, Inquiry Result API call, the API should be called to get an
authentication token. The issued token is valid for 6 hours, therefore, there is no
need to call this API again unless it expires.

Invoice Issuance  |API to transmit/send invoices issued by taxpayers’ system (CAS/CRM/POS) to the
EIS system for single up to 100 cases.

Return acknowledgment message (success/failure) immediately in JSON data for
the call.

Inquiry Result The API that returns the processing result document for the invoice issuance with
Submit ID

The response of the APl is

When the requested Submit ID is still on the processing of registration and
verification: return the response ‘processing’.

When the requested Submit ID is completed with the registration and verification:
return the JSON data.

Invoice Result The API to deliver results to the taxpayer for the Invoice issuance process per-
Callback Submit ID.
(Optional) It is a callback REST API that is configured in the Taxpayer server if the taxpayer

wants to receive the JSON data of the processing result from the EIS as soon as the
invoice registration and verification processing is completed in the Taxpayer
system.

In the case of Invoice Result Callback API, it is not API provided by the EIS e-invoice API but build and
provided from the taxpayers' system.

In general, the taxpayer needs to send an invoice using the Invoice Issuance API, check the processing
results of the periodically sent invoices, check the success/failure of registration of each invoice using the
Inquiry Result API, and apply the results in the system.




Electronic Receipt and Invoice System, and Electronic Sales Reporting system (PC) EIS API Guide

If the taxpayer's system needs to receive the processing results as soon as the verification and registration
of invoices in the EIS are completed without checking the results periodically, the taxpayer must build
and provide the Invoice Result Callback API in the system.

3. Interlink Process

3.1 API Call Sequence

In order to send invoices issued from the taxpayer's system (CAS/CRM/POS) to the EIS, the first
Authentication token should be issued. After the Authentication token is issued, Invoice issuance, Inquiry
result..etc API could be called.

The authentication token can be issued through Authentication API, and when calling the Authentication
API, the credentials corresponding to each user and registered application on the EIS Accreditation
website must be transmitted.

The detailed usage of the Authentication API can be checked or found in the API guide.

3.1.1 CASE 01: POLLING

This process is a case of sending an invoice issued from the taxpayer's system to the EIS, and after a
certain time, the taxpayer's system requests and confirms the processing result of the invoice. If the
transmission is still being processed, the taxpayer's system should request the processing result by calling
the Inquiry result API periodically until the processing is complete.

Taxpayer's Application

Request authentication token

[
L

@ Authentication API Transmit authentication token

l Send/transmit e-invoice —

v

Check if the sent/transmitted message

@ Invoice issuance API is valid.

Send acknowledgement message (or error message)

Process e-invoice

+ Decrypt invoice data

= Verify JSON structure

» Verify JWS digital signature

¢ + Register e-invoice to the BIR/EIS

Request processing result

® Inquiry result API Transmit e-invoice verification and

“registration(enrollment) result

3.1.2 CASE 02: PUSH

This process is a case of sending the invoice issued by the taxpayer's system to the EIS, and then sending
the processing result to the taxpayer's system as soon as the verification & registration processing of the
invoice is completed.
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This has an advantage which taxpayer do not need to periodically request the results of processing, and
will be able to receive results immediately after processing.

In order to utilize this process, a callback API to receive information/data from the taxpayer's system
must be developed, and a Web API server must be configured and managed for the API to be serviced

Taxpayer's Application

Request authentication token

v

@ Authentication API Transmit authentication token
b
I Send/transmit e-invoice 1
P Check if the sent/transmitted
N message is valid.
@ Invoice issuance API 9
Send acknowledgement message (or error message)
I Process e-invoice
+ Decrypt invoice data
+ Werify JSON structure
- Verify JWS digital signature
Transmit e-invoice verification and * Register e-invoice to the BIR/EIS
4 +—

® Invoice result callback API registration(enrollment) result

Send acknowledgement message (or error message)




Electronic Receipt and Invoice System, and Electronic Sales Reporting system (PC) EIS API Guide

3.2 Authentication API process

The Authentication API process to receive an authentication token for the security of API calls is as
follows.

Taxpayer's Application | EISServer

Generate AuthKey (temporary Secret o| * Verify Request Header/Body
Ld . . .
Key) Request for authentication token | = Verify message integrity (HMAC)
; |+ AuthKey .;
v | + credential ! s 4
Encrypt the data to be sent into oo Accrt'-)ditfation D Decrypt transmitted/sent data using EIS
RSA256 (Encrypt by EIS Public Key) {  -ApplicationlD | Private Key
i =-UserlD !
\__-Paseword ) :
b 4
+ Generate authentication token
+ Generate Session Secret Key
-
Decrypt the received data using P Encrypt data to be transmitted/sent into
AuthKey Send encrypted Data AES256 using AuthKey

i :r + Authentication token
) 4 i * Session Secret Key

Save authentication token, Session
Secret Key (Used when calling other
API)

1. Generate temporary Secret Key

2. Encrypt data to transmit in RSA using the EIS Public Key registered in the EIS Accreditation

w

Submit temporary Secret Key and credentials (Accreditation ID, Application ID, User ID,
Password)

Verify Request Header/Body, verify message integrity, verify credential
Issue Authentication token

Generate Session Secret Key

N o o &

Encrypted with the temporary Secret Key that received the authentication token and the Session
Secret Key

8. Transmit encrypted Data
9. Decrypt with temporary Secret Key

10. Save the Authentication token and use it when calling other APls
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3.3 Invoice Issuance API Process

The invoice issuance API process for issuing invoice is as follows.

Convert invoices issued from » Verify Request Header/Body
CAS/CRM/POS into JSON format »| * Verify message integrity (HMAC)
Transmit/send Invoice * Check authentication token
h 4 - + Check Submit ID
* SubmitID H

+ Authentication token
+ Encrypted JWS

Generate digitally signed JWS file

JWS encryption using Session Secret
Key

-
* Generate receipt number
» Generate receipt information in JSON
Data

o
Encrypt data to be transmitted into AES 256

Decrypt transmitted/sent data using

F

Session Secret Key Transmit/send encrypted Data using Session Secret Key
v i * Receipt information ;

Check receipt result and apply to the i in JSON i

system . J

1. Convert invoices issued from CAS/CRM/POS into JSON format

2. Generate digitally signed JWS file

3. JWS encryption using Session Secret Key

4. Transmit issued Authentication token and encrypted data

5. Verify Request Header/Body, verify message integrity (HMAC), check authentication token,
check Submit ID

6. Generate receipt number and generate receipt information in JSON Data

7. Encrypt data to be transmitted into AES 256 using Session Secret Key

8. Return encrypted receipt result data
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3.4 Inquiry Result APl Process

The inquiry result API process that returns the processing status of a sent invoice is as follows.
Taxpayer's Application |___EiSServer |

» Verify Request Header/Body
Extract Submit ID of the transmission + Verify message integrity (HMAC)
to check Request processing result + Check authentication token

+ Check Submit ID

v

|+ SubmitID
| © Authentication token

=
Check the processing result and apply |, Generate JSON Data for corresponding
to the system B Submit ID

Transmit/send processing result

i . i
i * Receive result
| information in JSON

1. Transmit issued Authentication token and transmit Submit ID used when transmitting an invoice

2. Verify Request Header/Body, verify message integrity, Check Authentication token and Submit
ID

3. Generate and return JSON Data of corresponding Submit ID
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3.5 Invoice Result Callback process

The Invoice result callback API process notify the taxpayer of the result immediately after the verification
& registration of the sent invoice is complete.

Generate JSON Data of the submitted
Submit ID that has been processed

\ 4

+ Verify Request Header/Body Get the callback API address of the
+ Verify message integrity (HMAC) ¢ application that the Submit ID was
« Check Submit ID Request to receive processing result transmitted/sent to
ir + Processing result i
: 3 information in JSON i
- ] i

Generate receipt number

h 4

Generate result of receiving processi Check receive result
. . ap ng P - In case of reception failure, callback API
result information in JSON Transmit receive results call failure email is sent.

Er + Receive result
! information in JSON

Generate JSON Data of processed Submit ID result

Transmit the result to Callback API endpoint of corresponding Application in JSON Data

Verify Request Header/Body, verify message integrity, check Submit ID

Generate receipt number and generate a result of receiving processing result information in JSON

Return receipt result (success/fail)

o a kA w Do

Check to receive a result. In case of reception failure, a callback API call failure email is sent.
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4. e-invoice Format

E-invoice is using JSON format which is lighter than XML format for the convenient data exchange
between different/various/heterogeneous systems/types.

4.1 CAS Issued e-invoice JSON

JSON format description on the invoice issued from CAS.
(Refer to attachment excel file — 02.8.2022_EIS e-invoice JSON File format v2.0.x1sx Sheet 1.e-invoice format-CAS_v2.0”)

Ho tem Hame I_
Definition Fleld Name DataType  Lenoth Defautt |{Nate ) fthe data type fs Number, the field has and albx uding -
category 1 category 2 (maximum) {(Note2) W there is ‘String. fiekd biank.
T |SIOR/SAIDMICH Company SIOR/SBIDMICHM No Compinvaicaid String E] K] the taxpayer syslem (CAS. nvaiing systom)
Managemant (Mandstary)
Informat Documents :
There are & documant types o be sent to EIS
{a) Sales of goods - 3 dacuments / Saks Invaica{SI), Dstit Meme(DM), Credit Memo(CM)
(b Sales of Services: 2 documents | Service BillngiSB), Officil Recebt(OR]
* Service Bilng is & ‘Statamant of Account or a Biling Statement Bsued undar sais of senvice
z SUOR/SBIDMICM Issuance Date IssueCtm string [] 1.1 Date the document (SUDMICHISB/OR) was issusd by seler
(Mandatary)
Format: YYYYMUDD
3 [Edwoke einveice Unique 10| BIR e-invoica Unigue ID EsUngueld srng 24 ] A unique value the e-involce in the E15, system consisting of 24 digits, as shown below
Basic infarmation (Mandatary)
Issuance Date( 8 digits) + EIS-Certification ID (8 digits) + Control Values (8 characters)
(a) Issuznce Date{YYYYMMOD)
reflected i the sy d
(b) E15-Certification 1D
tor iders 1o wansmit sales data from ther CAS, ivolcing system, ete. to EIS, consisting of & digits as
shown baiow
Source cods (2 digits) + XXXOX (6 digits)
{¢) Gontrol Values (8 characters)
Exght (8) ch which may. numeric, siph . or aiph
4 Invoice Classfication  Dacument Type DocType srng | 2 ] 01: Salos Invice (S1)
(Mandatary) 02: Debit Memo (DM) / Debit Nots (DN)
03: Credt héemo (CM) | Credit Nota (CN)
04: Service Blling (S8, Stateent of Avcourt / Billng Statement]
05: Offical Recept (OR)
5 Transaction ClassPcation TransCiass. String 2 ] Giassify whather ransaction aata s VAT axable, 2610-Tated, o aXempt 5365
(Mandstory) For mixed a they must by per classification, as folows:
6 Imvoice Correction | Carreciion Yes or Mot Cor¥N String 1 ] p ¥ data; otherwise, the value
(Mandstory)
7 ‘e-Invoice cormection code. ComectionCd | stng 2 [ Mandatory fleld If the value in "CormYN" is "Y"
(Condtional)
The reasons for the I of e-inv ified 2z folows.
Single previously Issusd s-lavoice
01: Emor - In any mandator
2. Saller Infarmation (TIN & Branch Cade, Registered Name, VAT Type)
b. Buyer Informatan {TIN & Branch Code, Registerad Name)
<. Datals of Sales, Amourt,
- Total Nt Salas Ater Discount
- VAT Amount
- lssuance Date
- Detals of Sold s
4. Giassification of Saies as Taxable, Examg, or Zars-rated.
02: Duplication
03 amount
o4 Forsal concale o racinded by buyeialer
T fahre s conauemate. Fullréen of ots Wi repacement i conaidered oo
05: Retum - For original goods suppled and returmed for replecement. Ex: Damaged, dafecWe.wmﬂgapeclfmawm changs tem,
or for any ther reason
| 09; Others
8 E-invoice Unique 1D of the document to | PrevUnigueld string 0.1° This & the e-invoice unique ID' of the previously ransmitizd sales data to EIS to ba modfiedicorrested/adusted.
be correctod (Condtional)
]
e e ednsslss unlqus 1o ons dozoment smena e eetmants nthis s an
' of the remaining documents In ‘Remarks1",
Remarks1 Remarks! Rmk1 String 500 0.1 Expianation for the correction made
{Optisnal)
Saler Informaton | eller information Sellerinfo | 11 Inaccordance or consistent with the BIR. registration information
(Mandstory)
10 Seler TIN Tn String [] 11 0.igh TIN of sellr;
(Mandatary) Oy numbers must be sniered, exampl, 123456760(C), 123-456-70
n | |Branch Code BranchCd | string 5 1.1 00000 |5-digh cade that ientfies 2 headguariers or brand
(Mandstory) Branch coda uses 3 digis, add UU'MMEﬂlilmdmls ‘example, branch cade i 107" & must be convaried o 0101,
12 |seter Type Type | oring | 1 14 VAT or "Non-VAT" Registared
(Mandstary)
Seler Typa
0 - VAT registerad
1 : Non- VAT registered
13| |Registered Name Reghm | String 200 14 consistant wkh BIR
(Mandatary)
| |Busness Name/Trade Name. Businesshm | strng 200 11 consistent weh BIR
(Mandstory) If not, enter the same as the Registared Hame'
B | |Email address Emai | strng 100 01 Company email I of the authortzed
| | I {0ptiona)
16 Regatered Adcress RegAddr string E 1.1 consistant wih BIR
| S - | (Mandatary)
Buyer Information Buyer Information Buyerinfo 1.1 consistznt wih BIR
(Mandstory) This & buyesiclent informtion whe purchase goods and services. Howewer, for export ransactions, buyer may not be registered with the BIR.
17 Buyer TN Tn somg | @ 1.4 a-digt TIN of the buyer
(Mandatary) is nat . entar the TIN &5
18 |Branch Code BranchCd I 5 T 1.4 00000 |S-dligh cade hat dentfies & headquanters or branch office,
(Mandstory) Branch cod uses 3 digits, add 00 to the first two dighs. Example, branch cade & 101, it must be converted to 00101
0 | |Regetered Name Reghm | strng 200 14 consistant weh BIR
(Mandatsry)
o | |Business NameTrade N | string 200 1.4 consistant wkh BIR
(Mandatary) Ifthere | no Business NamaiTrade Name, enter the Same & the Registarsd Nams.
2 |Emall address Emal | swmg | 4m 01 Buyer orthe of iva within the company.
{Optional)
2 Registercd Adress RegAddr String 300 0.1 Business address of buyer registered with BIR or as provided by the buyer 1 the sellar
I N | | ! {Optional)
2 Proof of DelverylExport| | Dielivery Addrass DevAddr String 300 0.1 [Address where goods/service wil be delveredirendered
(Dpinﬂa\)
|Airweay Bill Number [Airkium String |Appicabls only (o exparters
| | | | | (Oumns\)
S \Airwiay Bill Numoer Date (BirRumDt String [ Format: YYVYMMOD
| | lﬂmnﬂa\)
3 Bil o Lading umber Ladhum String |Appicabls ony (o exporters
{ 1 (Oumns\)
27 il of Lading Nurmber Date Lachumbt stng [ 0.4 Format: YYVYMMOD
{Optional)
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1000

L tems. Line items itemList Up to 1,000 ine fems.
Information (Mandatary) The manstary Uit of 8l amounts on e-Involces is Prilgping peso (PHP).
S tem Name N stng 100 4 Name/brand of product
| (Mandtory)
2 tem Descripton/Sarvice Desa String 00 0.1 Description of tem sold. Example: Size, color; nalure of servics ex -Renlal, faod service
tOntinnal
Eq) tem Quantty ay Number iz K 000 | Number of temis, f the quantty & ractional, ndicate numerical squivalent, &g 112 = 0.50.
| (Mandatory)
3 tem Unit of measure Unit String 50 0.1 pleces. box. pack. eitc
tOntinnal
E2 Uni Cost UnitCost Number £ 1. 000 |Price per unit of measure, net of VAT
(Mandstory)
E e Sales Amount SalesAmt Number £ 11 000 | Net of VAT flem is VATabia. This format vl be presciibed for purposes of iransmission to EIS.
(Mandstary)
Earmuls: Item Sales Amount = ttem Qry * Unit Cost
E3 Reguiar Item Discount Amount RegDscniAT: Number | | 14 000 | Grantad per ham that can be deducted for both VAT and Income tax purposes (outright discourts .
I (Mandatary)
3 Specal tam Discount Amount SpeDscniAmt Number 0 11 0.00 | Granted per ftam which can be daductad for Income tax purposes only {ax. Condiinal discounts)
| | (Mandtory)
3 et of ltom Sales. NetSales Number £ 11 000 |Formula
(Mandatsry) Net of Item Sales = ltem Sales Amount - (Regular Discount Amount + Special Discount Amount)
For amountis
¥ tem Sales Summary | Total of Net of ltem Sales [ToiNethemSales Number | 30 11 000 | Total of all "Net of ltem Sales,” exciusive of VAT for ltems tagged as VATable.
(Mandstory)
Saes Informaton  |DecountInformation  Discount Dscount ] Discount granted based onthe Total of Net of Hem Sales. N 30dton 1o the disccunt per Ing e,
(Mandatary)
) Senior Citizan Discount Amount | SeAmt Number | 30 | 14 0.00 | Appicabis to ransactions wkh Sankr Ciizan (SC)
(Mandstary)
S PWD Discount Amount PurdAmt Number | 30| 11 0.00 | Appicabls o ransaciions wih Person Wih Disabiity (PWD)
(Mandstory)
a0 Reguiar Discount Amount RegAmt Number 0 11 0.00 | Granted based an the Tolal Net Sales Amount thal can be deducted for both VAT and Income tax purposes (outright disceunts)
(Mandstory)
a1 |Special Discount Amount SpeAmt Number | E] I 14 000 |Granted based on the ‘Amount that can Income tax ly (ex.
(Mandatary)
@ Remarks2 Rmkz String 500 0.1 Erief explanation of dscourt, I necded
(Optional)
a Ofher 1axabis revenue | Oer taxable revenue. OtherTaxRer Number E] 1.1 000 | Other ot part of the [er) charge).
(Mandatary)
] [Total Net Sales Afier | Total Net Sales Afler Dicounls ToiNetSasARDisct | Number £ ] 0.00 | Tolal of Net of Hlom Saies + Ofher Taxable Revenue - Discounts (SCIPWDIRegusr/Speckl)
Discounts. (Mandstory)
3 [Tax Information VAT Amaunt VATAmt Number £ ] 0.00 | VAT Amount reflectad in the documant
(Mandstary)
46 Withhoking Tax-incame Tax Number £ 1.1 000 by buyer for purpases
(Mandatory)
a7 Withhaking Tax-Busnass VAT Witk hokBusVAT Number £ ] 0.00 | Amaunt wihhald by buyar for purpases of VAT
(Mandatory)
) Withholding Tax-Busiess Parcentage | WithholdBUsPT Number | 30 | 14 0.00 by buyer tax.
(Mandstary)
£ Nor-taxabl Other Non-taxable charges therMonTaxCharge | Number E] i 000 |Any non-taxable charges of seller o buyer (2.9, ocal tax, ¥ Stamp tax, harge, iz
(Mandstory)
50 Net Amaunt Payabla | Nat Amount Payabia NetAmiPay Number ] ] 000 |Amaunt ta be paid by the buyer.
(Mandatsry)
Forein Currency Foreign Currency ForCur [X] Lawitl maney Ssued by the gavamment of any country ather than the Philppine Peso (PhP)
Information {Optisnal)
51 Currency Gurrency String 3 11 Currency used in the transacton using the 3 ktler codes (2.9 JPY, USD, SGD).
(Mandstory)
52 Gonversian Rate ConvRats Number | 30| 14 Forex canversion rate as shown In the document
(Mandstory)
5 Gurrancy Amount ForexAmi Number £ K] Vakie it foreign curency s ndcated i the document
(Mandstory)
5i|PTU information Puum String E] 1.4 Number ssued by the BIR of & d ing System (CAS)
(Mandstory)

Example of JSON)

"CompInvoiceId": "©000000205",
"IssueDtm": "20220217",
"EisUniqueld
"DocType": "O1",
"TransClass": "o1",
"CorrYN": "N",
"CorrectionCd":
"PrevUniqueId": "",

"Rmk1": "test e-invoice : 20220217201461T400000205",

"SellerInfo": {
"Tin": "999999999",
"BranchCd": "00000",
"Type": "0",
"RegNm": "DOUZONE",
"BusinessNm": "DOUZONE",
"Email": "tester@douzone.com",

"20220217201461T400000205",

"RegAddr": "130, Beodeul 1-gil, Namsan-myeon, Chuncheon-si, Gangwon-do, Republic of Korea"

1

"BuyerInfo": {
"Tin": "225125979",
"BranchCd": "00000",

"RegNm": "DONG-A PHARMA PHILS. INC.

n
El

"BusinessNm": "DONG-A PHARMA PHILS. INC.",

"Email": "donga_admin@donga.com",

"RegAddr": "UNIT 2803 ATLANTA CENTRE ILOILO 1500 PHILIPPINES",
"DevAddr": "UNIT 2803 ATLANTA CENTRE ILOILO 1500 PHILIPPINES",

“AirNumt: "t
"AirNumDt": "",
"LadNum'

Bl
"LadNumDt": ""
1
"ItemList": [
{
"Nm": "Wehago",
"Desc": "Wehago",
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"Qty": 2,

"Unit": "EA",
"UnitCost": 44130,
"SalesAmt": 88260,
"RegDscntAmt": 440,
"SpeDscntAmt": 40,
"NetSales": 87780

"Nm": "Nahago",
"Desc": "Nahago",
"Qty": 9,

"Unit": "EA",
"UnitCost": 77840,
"SalesAmt": 700560,
"RegDscntAmt": 550,
"SpeDscntAmt": 650,
"NetSales": 699360

"Nm": "ERP10",
"Desc": "ERP10",
"Qty": 9,

"Unit": "EA",
"UnitCost": 56070,
"SalesAmt": 504630,
"RegDscntAmt": 80,
"SpeDscntAmt": 390,
"NetSales": 504160

"Nm": "GroupWare",
"Desc": "GroupWare",
"Qty": 4,

"Unit": "EA",
"UnitCost": 54810,
"SalesAmt": 219240,
"RegDscntAmt": 840,
"SpeDscntAmt": 660,
"NetSales": 217740

"Nm": "A Item",
"Desc": "A Item",
"Qty": 4,

"Unit": "EA",
"UnitCost": 88700,
"SalesAmt": 354800,
"RegDscntAmt": 240,
"SpeDscntAmt": 5890,
"NetSales": 353980

"Nm": "B Ttem",
"Desc": "B Item",
"Qty": s,

"Unit": "EA",

"UnitCost": 97670,
"SalesAmt": 488350,
"RegDscntAmt": 200,
"SpeDscntAmt": 3490,
"NetSales": 487810

"Nm": "C Ttem",
"Desc": "C Item",
"Qty": 2,

"Unit": "EA",

"UnitCost": 81020,
"SalesAmt": 162040,
"RegDscntAmt": 430,
"SpeDscntAmt": 790,

-10-
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"NetSales": 160820

¥
1,
"TotNetItemSales": 2511650,
"Discount": {

"ScAmt": 360,

"PwdAmt": 230,

"RegAmt": 740,

"SpeAmt": 550,

"Rmk2": ""
s
"OtherTaxRev": 530,
"TotNetSalesAftDisct": 2510300,
"VATAmt": 301398.0,
"WithholdIncome": 420,
"WithholdBusVAT": 990,
"WithholdBusPT": 93,
"OtherNonTaxCharge": 97,
"NetAmtPay": 2810385.0,
"ForCur": { "Currency": "USD", "ForexAmt": 380, "ConvRate": 60 },
"PtuNum": "20146I1T4-4"

4.2 CRM/POS Issued e-invoice JSON

The main difference is that the e-invoice JSON issued by CRM/POS does not contain item information
and buyer information that exists
in the e-invoice JSON issued from CAS, and it supports mixed tax invoices.

JSON format description on the invoice issued from CRM/POS.
(Refer to attachment excel file — 02.8.2022_EIS e-invoice JSON File format v2.0.xlIsx Sheet ‘2.e-invoice format-POS_v2.0)

Ttemn Name = Description

No Dafinition Flald Nams Duta Datault |(Nota1) If the dals fyps & Numbar, the feld has 2 decimai pisces and alows negafive numbers incliding =*
category 1 category 2 Tyme ) {Notoz I thora s no vakre i the foki whase data tyas ks Sirng, entar fal"or leavs the fokd blank.

1 8IoR ‘Company 51 JOR/Sales Adustment | Complnvakcad Siring 50 ] (Eortral pumber of documents fesued and mantaned by e laxpayar system (FOS, CRM)
Managamant Dacumerits No [Mardstory)

Thare ars 3 document typas to b5 sent to EIS.

Sales of goods and services : 3 documents
- Sales Invaics(31), Officlal RecelptiOR), Sales Adusstment Documents to adjust sales data,
[e.9. void, return, or sancellation of sold goods and services )

z| SIORIAdjusiment oip lssuance Dals | lssuaDim | Siring [z Dale the documenl (SUORadystment sip) was Esusd by seler,

1.1
(Mandstory) Ganaraly, ‘lssuance Date’ and Transaction Dals’ are the same

Format: YYYYMMOD

w

E-nvoce |BIR e-nvoice Unigua |BIR o-nvorce Unique 0 Efslnigueid Sig | 24 (K] T A uniqua valis that identfies. the e-nvoice in the £15, genarated by the taxpayerSoftwars (W] systam consksting of 24 digits as shown below
Basi: mlarmalian | ID [Mardstory)

Issuanco Dato 4 digits) + EIS-Cantification 1D (8 digits) + Contral Valus (8 digits)

(a) Issuance Dato(YYYYMMDD)

Irvcice issue date raflected in e system-generaled invoice.

(b} EIS-Certification ID

EIS genorated ID for taxpayers/SW providers o ransmit sales data from ther POS, CRM 1o IS, cansisting of 8 digts as shown balow:

Source code (2 digits] + JICO00K (6 digits)

(&) Contrel Valuss (8 digits)
Exght [B) characters. which may be radom comiination of rumeric, aloha (uppercase), or alphanumerc

4 Invoice Ciassification | Dacument Type |DacType. | String 2 11 I 01 Sakes Invoice (51
(Mandatary) 05 : Official Rceipt (OR)
66 ; Adjustmant Bocument (6.9 VoidiRatuen/Cancal S, otc)

5 invoke Gorreation | Garreation Yes or Net [cary | sring [ K] [ [The valua s 'Y for corroctod/adisioamacfiod previously transmittod data; otharwise, the valus Is ‘N,
(Mardstory)

6 el corecton cade CormectionCd Siring 2 (XD [Mandatory fiekd IF the value in "CorrVN" is v
(Gonaitional)
The reasans for the modiicalionfcarrectioniadisiment of s-nvoice are classTied ss folows.
Single proviously lssued a-Invoice
01 Error- In any mardetory Ded such as:
a. Sellar Information (TIN & Branch Gade, Registered Name, VAT Type)
b Buyer Informabion (TIN & Branch Code, Registered Name)
& Datals of Salas, Amaunt, et
- Tolsl Nel Sakes Aller Discourt
- VAT Ameunt
- Issuance Date
- Detaiis of Seld lles:
d. Cassficaton of Salos o5 Taxable, Exempt, ar Zarc-rated,
02 Duplication - Sales data tansmitied more (han once regardess of Fansacicn peribd.
03 Addition/raduction - Adtionraductian of coiracted volume or amount
04 Cancallation - For saks data previaus'y ransmitted but fransaction was subsequanty cancalid ar rescindsd by buyarisalisr
Tor faikire o sensumale. Full retum of gacds withoul replacerment is considerad cancelation.
0% Retum - For orginel goods supplied and retumed for replacement, Ex; Damaged, dafeclive, wrong specfications, change
Bem, ot foe any olber reasan
08 Omars.
This is the ‘e-hvaice u rigue 10F of the previously dala to EIS 1o be

7 E-lrrveice Unigpue D of the document fo | PrewUnigueld | Siring 24 (XD
be correcied (Conditiona)

I ruttiple documents are issued n one ‘eednwaic wale 5 09
el the s-lnvoice unigus 10" of ane decument ameng multipls documents in this fiskd and
the ‘a-Invelce unigue I of the remaining documents In "Remarks1".

8| Remarks Remarks1 Rmil Siring 500 a1 Explanation for the correction made
{Optianal)
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Sallar Saler Sellar Information Sellarinfo [ In accordance or conslstant with the BIR registration Information,
Information infarmation (Mandatery)
5 Satar TIN T Siring 0] ] 3-Gig TIN of saler
(Mardatory) Dk ruamibecs, must be wotered, example, 123456785(00), 123-456-70%)
0 |Branch Gote BranchCe Siring 5 1.1 5-digit code tha Kentifies 3 headquariers.ce branch office.
(Mandatary) Branch cada Lses 3 oigits, add ‘00" 10 tna first twa digks. Fer axamplo, branch cada Is ‘10, it must ba convartad ta 90101,
E3 Saler Type Type Siring 1 1 [PAT ar ‘o AT Regstered
iMandstary)
Seler Type
0 VAT rogistorad
1. Non-VAT registered
(5 | Registered Name Reghim Siring 200 i In accordance or consistent wih BIR regisiratian information.
- (Mandstory)
" Businass Name/Trada Nama Busiessim Siring 200 (] In accordanca or consistent wih BIR registratian mormation
(Mardatary) I ok, enler the same a8 the Regstersd Name.
| Emal address Emall Siring 10 a Company smal sddress or personal smal adress of the autharized
(Opsiansl)
® | Registered Agress Reghudr Siring 300 0.1 In accordance o consistent wilh BIR (egistraian Mormation
| | {Opsonsl)
Buyer Buyar TaxPayer Buyer Informatan Buyorinfa a1 In acacrdance o Gonsistont wih BIR registratan rormatn
Information nfarmation {Opsanal) [This i optianal In casse the buyer wil be clsinirg far iipul VAT or will be deductsd from costexpense for (TR,
[7] Buyar TIN T Siring ] at -t TIN of the buyer
(Cpsiansl) Buyer is not regislerad with the BIR (L. he does ral have 3 TIN, enler the TIN ss D00CO000O(S digis].
|| Branch Code BranchCd Siring 5 ot 5l code thal kenlihes & headauariers or branch offe.
(Opsanal) Branch code uses 3 4GS, agd 00' o he first twe oigits. Example, branch cods is 07, it Must ba convertad 1o 00107,
[ Registerad Name. Raghim Siring 200 at In accordance or consistent with BIR registratian Mormate
(Opsiansl)
) Business NameTrade Name Busiesshim Siring 200 ot In accordance or consistent wilh BIR regisiraian information
(Opsonal) If thera Is o Busingss Nama/Trada Name, sater tha 5ama a tha Registared Name.
] |Emal address Ermail Siring 100 ot Buyer company emal o lhe el of he accounling representave wilin e company_
- (Optonai)
2 Registerad Addross Raghadr siring 300 a1 In acacrdanca or Gonsistont wih BIR registratan mormaten. and Indeatad on iha SHOR aaMSIMenl 55
(Opsionai)
23 [Sales Information | Sekes Summary | VATable Sales VATSales Mumber | 30 (] 000 [Sales subjectta VAT & 12%
| (Mandatary)
E Omer taxanke revene OmarTaxRov Mumear | 30 ] 0.00 | Oer taxable ravanUes NG part of Iha Drmary revenu-ganaratng ioms (9.0, MSCSIANACUS NEOMS, taxabla Sarvice Charge)
(Mardstory)
B VAT Exemot Saks. ExomptSals Fumber | 30 5 0,00 |Sales amourt axempt fram VAT
| (Mardatory)
E Zoro Rated Sales ZoroSales Mumber | 30 ] 0.00[Sales amount subject to VAT & zaro percent (0%)
| (Mardatory)
E Total Saes Amourt Torsalos At Mumear | 30 [ Q.00 [Sum of 3l 6aks, GXohiENa of VAT + olnor taaatie rovare.
iMandstary)
Discount Discount Discount (] |Dicount based an the Tolsl Sses Amaunt
|| infarmation (Mardaary)
= Seniar Cilizen Discounl Amourl | ScAmt Number | 30 (] Q.00 [Appicable lo Fansaciars wilh Senior Cizen (SC)
1 I (Mandatory) |
E] WD Discount Amount PudAmt Mumber | 30 1.1 000 [Appicable to ransactians with Parson With Disabity (PO}
- (Mardaary)
3 Regular Discount Amount RogAmi Mumear | 30 [ 000 [Grantaa based on e Total Saes Aoy Ihat can b9 deductad for baih VAT and INGome (3 PTD0SeS (UGNt dscounis|
iMandstary)
|31 ‘Spacal Discount Amounl Sparml Number | 30 i 0.00 [Granted based on the Total S Amount thal can be deducted for hrame (3% purposes orly (=x, Condiional dEcounls)
! (Mandsory)
2 Remarks2 Rz Siring 500 0.1 Briel expianation of discour, i needed
— {Opsona)
Bl Total Nel Salas ahar | Toial Nat Saies Aar Discounts TothatSaks AfDisct Humbar | 30 ] 000 [Total Sales Amount + Oiher Taxabie Revanus - Discount on Tolal Nal Sakes
discount (Mardatary)
B Tax Informaton | VAT Amaunt ATATE Numbar | 30 14| 000 [VAT Amauntraflactad in the documant
| (Mardaary)
® Withholding Tax-Income Tax Withholdincoma Numbar £ 1.1 0.00 [Amount withheld by buyer for purpeses of income fax.
| (Mandatary)
® | Withhciding Tax-Business VAT [WihclBus VAT Number | 30 (] Q.00 [Amount WehbeH by buyer for purposes of VAT
| iMandstary)
E Wilhhciding Tax-Business Peccentage | WibhoigBusPT Number | 30 i Q.00 [Amaunt Withhel by buyer an ransaclicns subject (o perceniage tax
(Mandstory)
El Hon-Taxable ‘Ofher NonTaxabie Charges OfferhonTaxChiarge Nurber | 30 K] 000 | Ay non-laxabis charges of seler B Buyer (= . beal lax, documenlary SiBmp (&, non-Sxaie service charge, oIc_ |
(Mandatary)
£ [Nat Amaunt Payable | Nat Amount Payabie NatAmiPay Mumber | 30 ] 0,00 [Amount o be pad by tha buyer
(Mardaary)
40 [PTU Informalion | CRMIPOS Pormit Ta Liss (PTU} bumiosr Prum Siring 50 [ Number ssusd by the BIR slownglregstering taxpaysr's 1se of POSICRM
(Mandatary)
at Wachine identficaton NumoeriMING | M siring 50 ] Uniaus number ganaratad by iha BAGCRog 5yStom for vary POSIGRA,
(Mardatory)
az Machie Serial Number (MSN) = Siring 0 (] MSN of machine thal penerated saies deta
iMandstary)

Example of JSON)

"CompInvoiceId": "©000000004",

"IssueDtm": "20220217",
"EisUniqueId":
"DocType": "O1",
"CorrYN": "N",
"CorrectionCd":

"PrevUniqueId": B

"Rmk1": "test e-invoice :
"SellerInfo": {
"Tin": "999999999",
"BranchCd": "©eeeo",
"Type": "0",
"RegNm": "DOUZONE",
"BusinessNm": "DOUZONE",
"Email": "tester@douzone
"RegAddr":
1
"BuyerInfo": {

wTip®: "n
"BranchCd":
"Type": ",
"RegNm": "",

"BusinessNm":
"Email": "",
"RegAddr": ""
s
"VatSales": 980,

2022021731FL1P0700000004" ,

.com",

"2022021731FL1P0700000004" ,

"130, Beodeul 1-gil, Namsan-myeon, Chuncheon-si, Gangwon-do, Republic of Korea"
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"OtherTaxRev": 57,
"ExemptSales": 970,
"ZeroSales": 6890,
"TotSalesAmt": 2630,
"Discount": {
"ScAmt": 320,
"PwdAmt": 620,
"RegAmt": 620,
"SpeAmt": 360,
"Rmk2": ""
s
"TotNetSalesAftDisct": 767,
"VATAmt": 117.6,
"WithholdIncome": 32,
"WithholdBusVAT": 19,
"WithholdBusPT": 48,
"OtherNonTaxCharge": 5,
"NetAmtPay": 838.6,
"PtuNum": "©0004",
"Msn": "test-msn-00004",
"Min": "test-min-00004"

-13-
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5. Separate issuance of mixed invoices

5.1 Summary

Invoice issued by CAS must be issued separately for VATable, VAT Exempt, and Zero Rated. It is
impossible to issue a mix of VATable, VAT Exempt, and Zero Rated on one invoice item. Therefore if
VATable, VAT Exempt, and Zero Rated are mixed in one invoice issued by CAS, VATable, VAT
Exempt, and Zero tax must be issued separately as separate invoices.

5.2 Examples
Example of invoice with mixed VATable, Zero Rated, and VAT Exempt sales issued by CAS.
Pharmaceutical Company

Invoice/Receipt No

[ Sales Invoice : 5551000028 ] Sales Invoice Date : Nov-10-2020
Customer No: 2282014 Our Order No : 1550000139
Purchase Order No : test Order Date : Nov-10-2020
Our Delivery No : 3550000067
Terms of payment : Up to 08-19-2018. Within go days Duenet  Date of Supply : Nov-10-2020
Terms of delivery : DDP Manila
( Material Description Quantity Tax Code Unit Price Discount Net Unit Price  Net Amount )
301357 MICARDIS.TABS/30/40MG BLIBR SEA Al 100.00 30.00 70.00 350.00
Batch : 706534 Exp.Date: 30-Sep-2021
301357 MICARDIS.TABS/30/40MG BLIBR S5EA Al 100.00 0.00 100.00 500.00
Batch: 706534 Exp.Date : 30-Sep-2021
396357 Micardis 40mg PS 1's (own test do not us 1EA A2 1,000.00 0.00 1,000.00 1,000.00
Batch : PH10002BIX Exp.Date: 17-Apr-2019
116676 Giyxambi Tablet 10mg/5mg 30's 1EA A3 50.00 0.00 50.00 50.00
Batch : 706669 Exp.Date : 30-Sep-2020
Total Amount Due : 19,000.00
VATable Sales : 758.93 Al : VATable Amount 12%
VAT Amount : 91.07 A2 : Zero Rated VAT 0%
Zero Rated Sales :1,000.00 A3 : VAT Exempt
VAT Exempt Sales 50.00
19,000.00

When sending the above invoice to EIS, it must be sent separately into 3 invoices for VATable Sales,
Zero Rated Sales, and VAT Exempt Sales.

Separately sent invoices have the same Invoice Number in EIS and the EIS Unique Invoice ID is
displayed as 3 different invoices. #1, #2, and #3 below are examples of separate invoices in EIS.

-14-
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e-invoice on EIS (VATable Sales) #1

| uniqus nvaice 10 20201110-20000001-00000001 | | Invaics No. or BIS No. or SOA No. 55510000028 |
Branch VAT ar Branch
TN 000-000-111 poheio ‘ wono |t E VAT TIN 444-444-444 PN 00000
MName Phammaceutical Company Name ABAA Corporation
. Bﬁ:::;ss Pharmaceutical Company El"ﬁ_ji:::‘:”
B
E Address Manalao Avenue 1632 Tagulg City u Address 23rd Pir. Clsbank Tower 5741 Paseo de Roxax, Saicedo Village 1227
A
L ¥
E RE:I",":IS'! Pharmaceutical@gmall.com E AEUEELI-, purchase@aaacorp.co.ph
R Delivery
Address
Alrway bill Alrway bill
number number dats
Reason for Bill of lading Eill of lading
correction Rastun number number data
SEMHICE 2020.11.10 Note
Description of Unit Sales Regular Discount Special Discount Net of ltem
Itern Name Itern Cluantity Unit  Cost Amount Amount Amaunt Sales
MICARDIS.TABS... :
301357 B Sat 59,29 44643 133.95 0.00 31250
BLIBR
MICARDIS. TABS...
301357 SRS B Sat 89.29 445.43 0.00 0.00 446.43
ELIBR .
] 3
i Total Net Sal )
i otal et Sales
SBenior Citizen 0.00 Deduct : Ingafme Tax 0.00 Amount 758.93
PWOD 0.00 Craditable Businass VAT 0.00 Currency 0.00
Withholding
EH:J":I' Regular 0.00 15 N.;::m;: 0% J Currency Amaunt 0.00
Total Net Sales
Special 0.00 Service Charge 0.00 | After Discount 758.93
Remark Local Tax 0.00 VAT Amount 91.07
Net Amount
Payable 850.01}1
Copy Issue IJWS Download” Print ]
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e-invoice on EIS (Zero Rated Sales) #2

* Details of e-Tax Invoice
[ Unique Invoice ID 20201110-20000001-00000002 ] [ Invoice No. or B/S No. or S0A No. 55510000028 ]
N 000-000-111 ‘ pHaney ‘ 00000 ‘ N | vaT ™ 444-444-444 ‘ T ‘ 00000
Name Pharmaceutical Company Name AAA Corporation
Business Business
s Name Pharmaceutical Company Nars
B
E Address Manalao Avenue 1632 Tagulg City U Address 23rd Pir. Cisbank Tower 5741 Paseo de Roxax. Salcedo Village 1227
Y
lE' A%'Q:;LL Pharmaceutical@gmall.com E REEI-I;“F:ISIS purchasefaaacorp.co.ph
R Delivery
Address
Airway bill Airway bill
number number date
Reason for 05 Bill of lading Bill of lading
correction number number date
Issuance
Dte 2020.11.10 Note
Description of Unit Sales Regular Discount Special Discount Net of Item
Item Mame ltem Quantity Unit Cost Amount Amount Amount Sales
Micardis 40mg PS
396357 1°s (own test do not 1 Set 1,000.00 1,000.00 0.00 0.00 1,000.00
us
Senlor Citizen 0.00 Income Tax 0.00 (" Total Net Sales 1,000.00 h
: Deduct : ’ Amount o
PWD 0.00 Creditable Business VAT 0.00 Currency 0.00
Withholding
Tax
?ﬂism?:n';t Regular 0 P.BI_':‘:IL':_:;: 0% | Currency Amount 0.00
Spocial 0.00 Service Charge 0.00 o 1,000.00
Remark - Local Tax 0.00 VAT Amount 0.00
Net Amount
[ "Payable 1,000.00 )
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e-invoice on EIS (VAT Exempt Sales) #3

" Details of e-Tax Invoice
[ Unique Invoice ID 20201110-20000001-00000003 ] [ Invoice No. or B/S No. or S0A No. 55510000028 l
Branch VAT or Branch
TIN 000-000-111 ‘ Code ‘ 00000 Non-VAT VAT TIN 444-444-444 ‘ Code ‘ 00000
Name Pharmaceutical Company Name AAA Corporation
Business Business
s Name Pharmaceutical Company Name
B
E Address Manalao Avenue 1632 Tagulg City U Address 23rd Pir. Cisbank Tower 5741 Paseo de Roxax. Saicedo Village 1227
o
L E-mail E-mail
E | Address | Phamaceutical@gmail.com E Addraes | purchase@aaacorp.co.ph
R Delivery
Address
Alrway bill Alrway bill
number number date
Reazon for 05 Bill of lading Blll of lading
correction number number date
Issuance
Date 2020.11.10 Note
Description of Unit Sales Regular Discount Special Discount Met of ltem
Item Mame Item Quantity Unit  Cost Amount Amount Amount Sales
Glyxambi Tablet
116676 y ) 1 Set 50,00 50.00 0.00 0.00 50.00
10mg/smg 30's
R (" Total Net Sales 3
Senior Citizen 0.00 Deduct : Incame Tax 0.00 Amaunt 50.00
PWD 0.00 Creditable Business VAT 0.00 Currency 0.00
Withholding
Tax
?g’mc‘;’:n“t' Regular 0 P:::I'_":_:;: 0% | Currency Amount 0.00
Special 0.00 Service Charge 0.00 e 50.00
Remark Local Tax 0.00 VAT Amount 0.00
Net Amount
\ Payable 50.00 J
Correction Issue Copy Issue

5.3 Sample JSON

Based on the above example, a sample of three JSON files that are transmitted separately are as follows.

JSON-01: VATable Sales

{

"CompInvoiceId": "55510000028",
"IssueDtm": "20201110",

"EisUniqueId": "202011102000000100000001",
"CorrYN": "N",

"TransClass": "o1",
"DocType": "01",
"Rmk1": ",

"SellerInfo": {
"Tin": "123456789",
"BranchCd": "©0eee",
"Type": "0",
"RegNm": "Pharmaceutical Company",
"BusinessNm": "Pharmaceutical Company",
"Email": "Pharmaceutical@gmail.com",
"RegAddr": "Manalao Avenue 1632 Tagulg City"
s
"BuyerInfo": {
"Tin": "444444444",
"BranchCd": "©eeee",
"RegNm": "AAA Corporation",
"BusinessNm": "AAA Corporation”,
"Email": "purchase@aaacorp.co.ph",

"RegAddr": "23rd Pir. Cisbank Tower 5741 Paseo de Roxax.

¥

Saicedo Village

1227"
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"ItemList": [
{

"Nm": "301357",
"Desc": "MICARDIS.TABS/30/40MG BLIBR",
"Qty": 5,
"Unit": "Set",
"UnitCost": 89.29,
"SalesAmt": 446.43,
"RegDscntAmt": 133.95,
"SpeDscntAmt": 0.00,
"NetSales": 312.50

s

{
"Nm": "301357",
"Desc": "MICARDIS.TABS/30/40MG BLIBR",
"Qty": 5,
"Unit": "Set",
"UnitCost": 89.29,
"SalesAmt": 446.43,
"RegDscntAmt": 0.00,
"SpeDscntAmt": 0.00,
"NetSales": 446.43

¥

1,
"TotNetItemSales": 758.93,

"Discount”: {

"ScAmt": 0.00,

"PwdAmt": ©.00,

"RegAmt": 0.00,

"SpeAmt": 0.00
s
"OtherTaxRev": 0.00,
"TotNetSalesAftDisct": 758.93,
"VATAmt": 91.07,
"WithholdIncome": 0.00,
"WithholdBusVAT": 0.00,
"WithholdBusPT": ©.00,
"OtherNonTaxCharge": 0.00,
"NetAmtPay": 850.00,
"PtuNum": "FP012345-011-0123456-00001",

JSON-02: Zero-Rated Sales

{
"CompInvoiceId": "55510000028",
"IssueDtm": "20201110",
"EisUniqueId": "202011102000000100000002",
"CorrYN": "N",

"TransClass": "@2",
"DocType": "O01",
"Rmk1": ",

"SellerInfo": {
"Tin": "123456789",
"BranchCd": "00000",

"Type": "0",

"RegNm": "Pharmaceutical Company",
"BusinessNm": "Pharmaceutical Company",
"Email": "Pharmaceutical@gmail.com",

"RegAddr": "Manalao Avenue 1632 Tagulg City"
s
"BuyerInfo": {

"Tin": "444444444",

"BranchCd": "©0e00",

"RegNm": "AAA Corporation",

"BusinessNm": "AAA Corporation”,

"Email": "purchase@aaacorp.co.ph"”,

"RegAddr": "23rd Pir. Cisbank Tower 5741 Paseo de Roxax. Saicedo Village 1227"
¥
"ItemList": [

{
"Nm": "396357",
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"Desc": "Micardis 4@mg PS 1's (own test do not us",
"Qty": 1,

"Unit": "Set",

"UnitCost": 1000.00,

"SalesAmt": 1000.00,

"RegDscntAmt": 0.00,

"SpeDscntAmt": 0.00,

"NetSales": 1000.00

}
1,

"TotNetItemSales": 1000.00,
"Discount": {

"ScAmt": 0.00,

"PwdAmt": 0.00,

"RegAmt": 0.00,

"SpeAmt": 0.00
s
"OtherTaxRev": 0.00,
"TotNetSalesAftDisct": 1000.00,
"VATAmt": 0.00,
"WithholdIncome": ©.00,
"WithholdBusVAT": 0.00,
"WithholdBusPT": ©.00,
"OtherNonTaxCharge": 0.00,
"NetAmtPay": 1000.00,
"PtuNum": "FPO12345-011-0123456-00001"

JSON-03: Exempt Sales

{

"CompInvoiceId": "55510000028",
"IssueDtm": "20201110104521",

"TransDtm": "20201110104000",
"EisUniqueId": "202011102000000100000003",
"CorrYN": "N",

"TransClass": "@3",
"DocType": "01",
"Rmk": "",

"SellerInfo": {
"Tin": "123456789",
"BranchCd": "©o0eee",

"Type": "0",

"RegNm": "Pharmaceutical Company",
"BusinessNm": "Pharmaceutical Company",
"Email": "Pharmaceutical@gmail.com",

"RegAddr": "Manalao Avenue 1632 Tagulg City"
s
"BuyerInfo": {

"Tin": "444444444",

"BranchCd": "©0eee",

"RegNm": "AAA Corporation”,

"BusinessNm": "AAA Corporation”,

"Email": "purchase@aaacorp.co.ph",

"RegAddr": "23rd Pir. Cisbank Tower 5741 Paseo de Roxax.

s
"ItemList": [
{

"Nm": "116676",
"Desc": "Giyxambi Tablet 1@mg/5mg 30's",
"Qty": 1,
"Unit": "Set",
"UnitCost": 50.00,
"SalesAmt": 50.00,
"RegDscntAmt": 0.00,
"SpeDscntAmt": 0.00,
"NetSales": 50.00

}
1,

"TotNetItemSales": 50.00,
"Discount”: {
"ScAmt": 0.00,

Saicedo Village

1227
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"PwdAmt": ©.00,

"RegAmt": 0.00,

"SpeAmt": ©.00
s
"OtherTaxRev": 0.00,
"TotNetSalesAftDisct": 50.00,
"VATAmt": ©.00,
"WithholdIncome": ©.00,
"WithholdBusVAT": ©.00,
"WithholdBusPT": ©.00,
"OtherNonTaxCharge": 0.00,
"NetAmtPay": 50.00,
"PtuNum": "FP012345-011-0123456-00001",

6. Security

6.1 Summary

EIS e-invoice API is a RESTful Service API that may be weak in security compared to the SOAP
protocol using WS-Security. To cover these security vulnerabilities, various security techniques have
been applied.

6.2 7steps of API security safeguard

EIS e-invoice API applied 7 steps of security safeguard to prevent e-invoice data leakage or
tampering/falsification.

1. Verify user using the User ID and PW of EIS Accreditation Website

2. Application verification using Accreditation ID, registered Application ID, Application Secret
Key issued from EIS Accreditation Website.

Encrypt inter-transmission communication using TLS(SSL)
Encrypt transmitting data using temporary private key exchange valid only during the Session.

3
4
5. Secure integrity of data using HMAC (Hash-based Message Authentication Code)
6. Digital signature of e-invoice document using EIS own Key-pair

7

Strengthen the security applying IP White List Tunneling

6.3 invoice security

The following ‘document security’ process is required to secure the invoice to send from taxpayers to the
BIR.

First, the digital signature of the invoice issuer is needed.
Second, the encryption process is needed for the security of online data.
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6.3.1 Main standards and Algorithms

The following is the main standards used for the invoice security

‘ Purpose of Use

Use Standard and Algorithm

IETF RFC 7515 JSON Web Signature JSON digital signature standard
- (JWS)

Digital

signature . o
IETF RFC 3447 RSASSA-PKCS1-v1.5 Invoice JWS digital signature Hash
SHA-256 Algorithm
ISO / IEC 18033-3 AES (Advanced . . .
Encryption Standard) Symmetric key data encryption/decryption

Encryption

IETF RFC 3447 PKCS #1 RSA
Cryptography Standard

Asymmetric keys data encryption/decryption

Transmission
Security

IETF RFC 2014 HMAC

Transmission message integrity verification

6.4 JWS digital signature

The digital signature is needed on the e-invoice JSON in order to ensure that the data has not been
tampered with/changed since it was prepared by the taxpayer.

The algorithm used in the digital signature is RSA PKCS#1 signature with SHA-256, and the method of
digital signature is JSON Web Signature (JWS) considering the consideration below;

® JWS IETF standard (RFC7516).

@® The development is not complicated because the JWS does not need to canonicalize the JSON.

o The original JSON Format is maintained in serialized format. (Format encoded in

base64url to be exact)

@ There is a various library which supports JWS, therefor it is easy to implement the digital
signature.

o

o

o

Nimbus (Java): http://connect2id.com/products/nimbus-jose-jwt

Nuget (.NET): http://www.nuget.org/packages/jose-jwt/

pyjwt (Python): https://github.com/jpadilla/pyjwt/

jsrsasign (javascript): https://github.com/kjur/jsrsasign

php-jwt (PHP): https://github.com/firebase/php-jwt
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The structure of a JWS token is formed by JWS compact serialization

BASE64URL-ENCODE BASE64URL-ENCODE BASE64URL-ENCODE
(uTr8(JOSE Header)) | ° (WS Payload) ' (JWS Signature)

6.5 Transmission Data Encryption

6.5.1 Overview

Invoices sent to BIR must be kept confidential and must comply with the following encryption process.

6.5.2 Encryption algorithm
The algorithm used in the encryption can be divided into two groups.

There is a symmetric key algorithm used to directly encrypt the target data and a public key (asymmetric
key) algorithm that transmits the symmetric key so that only the recipient can decrypt it.

The Public Key used in the public key algorithm is registered on the EIS Accreditation Website and can
be used by anyone.

The asymmetric key algorithm is used ONLY in the Authentication APl Request to deliver the
Authentication Temporary Secret Key (32- digits string in plain text) randomly generated by the
taxpayer’s system to the EIS.

For other API calls, the AES-256 algorithm is used considering both security and performance.

6.5.3 Target datato be encrypted

Encryption between API transmissions is performed in the following cases below, and the target
and algorithm for each encryption are as follows.

Taxpayer's . Algorit Encryption Secret
Case Action Encryption Target hm Key

Request Encryption :ILDJ;s?er\I/cIJDr q RSA EIS Public Key
Authentication API @ Authentication

@ Temporary Secret Key
Response Decryption :ﬁggﬁ%'ta“on ID AES-256 Authentication Temporary
Authentication API @ Authentication Token Secret Key

@ Session Secret Key

@ Token Expiry Date
Request Invoice Encryption ®Invoice JSON Data AES-256 Session Secret Key
Issuance API
Response Invoice  |Decryption :ngrreltgtatlon ID AES-256 Session Secret Key
Issuance API @ Reference Submit ID

@ Acknowledgment ID

@ Response DateTime
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6.5.4 Asymmetric encryption sample code
[Code Sample - Java]

import java.io.UnsupportedEncodingException;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.security.interfaces.RSAPublicKey;
import java.util.Base64;

import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;

import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;

public class RSA {
private static final String RSA = "RSA";

*

/
RSA Encryption

@param content
@param publicKey

@return Encrypted content

* X K X K X X X ¥

@throws NoSuchPaddingException - This exception is thrown when a particular
* cryptographic algorithm is requested but is not available in the environment.
* @throws NoSuchAlgorithmException - This exception is thrown when a particular padding
* mechanism is requested but is not available in the environment.
* @throws InvalidKeyException - This is the exception for invalid Keys (invalid encoding,
* wrong length, uninitialized, etc).
* @throws BadPaddingException - This exception is thrown when a particular padding
* mechanism is expected for the input data but the data is not padded properly.
* @throws IllegalBlockSizeException - This exception is thrown when the length of data
* provided to a block cipher is incorrect, i.e., does not match the block size
* of the cipher.
* @throws UnsupportedEncodingException - The Character Encoding is not supported.

public static String encrypt(String content, RSAPublicKey publicKey) throws
NoSuchAlgorithmException, NoSuchPaddingException, InvalidKeyException,
IllegalBlockSizeException, BadPaddingException, UnsupportedEncodingException {

// Specify RSA Algorithm
Cipher cipher = Cipher.getInstance(RSA);
// Set to Encryption Mode using RSAPublicKey
cipher.init(Cipher.ENCRYPT_MODE, publicKey);
// Cipher converts content to byte array
byte[] bytePlain = cipher.doFinal(content.getBytes());
// Encrypt content
String encrypted = Base64.getEncoder().encodeToString(bytePlain);

return encrypted;
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6.5.5

Symmetric encryption/decryption sample code

[Code Sample - Java]

package ph.eis.acc.common.util;

import
import
import
import
import

import
import
import
import
import
import
import

public

java.io.UnsupportedEncodingException;
java.security.InvalidAlgorithmParameterException;
java.security.InvalidKeyException;
java.security.NoSuchAlgorithmException;
java.util.Base64;

javax.crypto.BadPaddingException;
javax.crypto.Cipher;
javax.crypto.IllegalBlockSizeException;
javax.crypto.NoSuchPaddingException;
javax.crypto.SecretKey;
javax.crypto.spec.IvParameterSpec;
javax.crypto.spec.SecretKeySpec;

class AES {

private static final String AES = "AES";
private static final String UTF_8 = "UTF-8";
private static final String TRANSFORMATION = "AES/CBC/PKCS5Padding"”;

*

/

* oKX K X X X K X K X K X K X X X X X X ¥ X ¥

*/

AES Encryption

@param content
@param secretKey

@return encrypt content

@throws NoSuchPaddingException - This exception is thrown when a particular
cryptographic algorithm is requested but is not available in the environment.

@throws NoSuchAlgorithmException - This exception is thrown when a particular padding
mechanism is requested but is not available in the environment.

@throws InvalidKeyException - This is the exception for invalid Keys (invalid encoding,
wrong length, uninitialized, etc).

@throws BadPaddingException - This exception is thrown when a particular padding
mechanism is expected for the input data but the data is not padded properly.

@throws IllegalBlockSizeException - This exception is thrown when the length of data
provided to a block cipher is incorrect, i.e., does not match the block size of the
cipher.

@throws UnsupportedEncodingException - The Character Encoding is not supported.
@throws InvalidAlgorithmParameterException - This is the exception for invalid or
inappropriate algorithm parameters.

public static String encrypt(String content, String secretKey) throws

NoSuchAlgorithmException, NoSuchPaddingException,
InvalidKeyException, InvalidAlgorithmParameterException, IllegalBlockSizeException,
BadPaddingException, UnsupportedEncodingException {

// SecretKey converts to byte array

byte[] secretKeyByte = secretKey.getBytes();

// Set to SecretKeySpec to AES

SecretKey key = new SecretKeySpec(secretKeyByte, AES);

// Specify AES Algorithm

Cipher cipher = Cipher.getInstance(TRANSFORMATION);

// Set to Encryption Mode using AES

cipher.init(Cipher.ENCRYPT_MODE, key, new IvParameterSpec(
secretKey.substring(0, 16).getBytes()));

// Cipher converts conent to byte array

byte[] encrypted = cipher.doFinal(content.getBytes(UTF_8));

// Encrypt content

String str = Base64.getEncoder().encodeToString(encrypted);

return str;
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*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

*/

AES Encryption

@param content
@param secretKey

@return encrypt content

@throws NoSuchPaddingException - This exception is thrown when a particular
cryptographic algorithm is requested but is not available in the environment.

@throws NoSuchAlgorithmException - This exception is thrown when a particular padding
mechanism is requested but is not available in the environment.

@throws InvalidKeyException - This is the exception for invalid Keys (invalid encoding,

wrong length, uninitialized, etc).

@throws BadPaddingException - This exception is thrown when a particular padding
mechanism is expected for the input data but the data is not padded properly.

@throws IllegalBlockSizeException - This exception is thrown when the length of data
provided to a block cipher is incorrect, i.e., does not match the block size of the
cipher.

@throws UnsupportedEncodingException - The Character Encoding is not supported.

@throws InvalidAlgorithmParameterException - This is the exception for invalid or
inappropriate algorithm parameters.

public static String decrypt(String ecryptContent, String secretKey) throws

NoSuchAlgorithmException, NoSuchPaddingException, InvalidKeyException,
InvalidAlgorithmParameterkException, UnsupportedEncodingException,
IllegalBlockSizeException, BadPaddingException {

// SecretKey converts to byte array

byte[] secretKeyByte = secretKey.getBytes();

// Set to SecretKeySpec to AES

SecretKey key = new SecretKeySpec(secretKeyByte, AES);

// Specify AES Algorithm

Cipher cipher = Cipher.getInstance(TRANSFORMATION);

// Set to Decryption Mode using AES

cipher.init(Cipher.DECRYPT_MODE, key, new IvParameterSpec(
secretKey.substring(0, 16).getBytes(UTF_8)));

// Decode encrypted content
byte[] byteStr = Base64.getDecoder().decode(ecryptContent.getBytes());

return new String(cipher.doFinal(byteStr), UTF_8);
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6.6 Transmission security

6.6.1
HMAC

HMAC Signature

is an acronym for Hash Message Authentication Code, RFC2014 standard encryption protocol.

The EIS e-invoice API is build based on the HMAC, and it is required to send the generated HMAC
signature in all request header ‘Authorization’.

HMAC

Signature certification process

0

| |
T

C

Sender Create MAC Verifty MAC Recipient

Message Message & MAC Message O
> 29 > i 2 > &

Same key is used to
create and verify MAC

\/
N

Shared Secret Key

lient Server

The client processes the Key + message with the HMAC algorithm to create a hash value
(signature).

2. The HASH value and the values required to generate the hash value are sent to the API server by
putting them in the header as an HTTP request.
3. The server combines the request received from the client and generates an HMAC hash value.
4. It compares whether the HASH transmitted from the client and the HASH generated by the server
are the same. If they are the same, authentication is successful
6.6.2 HMAC Signature Rule
Rule
HMAC Message Value DATETIME(yyyyMMddHHmmss) + HTTP_METHOD

+ APl URL (Without domain)

HMAC Secret Key

Authentication APl [Use Application Secret Key

Other API Use Session Secret Key

HMAC
1.

Signature generating process

Create HMAC message value
hmac_value = DATETIME+ HTTP_METHOD + API_URL

Create hash value with HMAC SHA 256 algorithm
hash_value = hmac_sha 256 hash_function(HMAC Secret Key, hmac_value)

Create HMAC signature value
signature = Authentication Type +

32

+ hash_value
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Ex)
hmac_value = “20220217” + “POST” + “/api/v1/authentication”
hash_value = hmac_sha 256 hash_function(“X8TD8UUEDTK?7”, hmacValue)

signature = "Bearer” + “ ” + hash_value

6.6.3 Sample Signhature, Request Header transmitted by the taxpayer

Header Attribute Header Value

accreditationld 20111111
applicationld A1B2C3D4

All API
authorization Bearer 4C9VQAMV2Y18ENS8C20PHT50128SFONM3
datetime 20220217093015

Invoice Issuance APl /

. authToken NGHQHO8X9RPP6I0SOYOOF4DY3TDX15QG
Inquiry Result API

6.6.4 HMAC Signature generation + APl request sample
[Code Sample - Java]

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import java.nio.charset.Charset;

import java.util.Base64;

public class Hmac {

private final String charsetName = "UTF-8";
// Algorithms constants for using SHA-256
private final String HmacSHA256 = "HmacSHA256";

/**
Generate Hmac Signature

*
*
* @param secretKey - Use T_APPLICATION's APPLICATION_SECRET column for secret key if
* before login, the secret key of session for secret key if after login.

* @param httpMethod - Only use GET, POST, PUT, PATCH, DELETE

* @param datetime - yyyyMMddHHmmss(ex. 20210514213014)

* @param url (without domain) - ex (/api/vl/invoices)

*

*

@return signature

*/
public String generate(String secretKey, String dateTime, String httpMethod, String url)

throws Exception {

SecretKeySpec key = new SecretKeySpec(secretKey.getBytes(), HmacSHA256);
Mac mac = Mac.getInstance(HmacSHA256);
mac.init(key);

String value = dateTime + httpMethod + url;
byte[] rawHmac = mac.doFinal(value.getBytes(Charset.forName(charsetName)));
String hmac= "Bearer " + Base64.getEncoder().encodeToString(rawHmac);

return hmac;
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7. API Specification

7.1 Authentication

API that receives Authentication Token for an external linkage API call

In order to call Invoice issuance, inquiry result API, the Authentication token should be issued by calling
the API. An issued token is valid for 6 hours, there is no need to call this API again unless it expires.

7.1.1 Path
® Method: POST

@® URL: /api/{version}/authentication

Example Endpoint
https://eis-api.bir.gov.ph/v2/authentication

7.1.2 Request Parameters

7.1.2.1 Header

No. Attribute Type Required Description

Accreditation ID issued by the EIS Accreditation website.
It consists of 8digit number characters.
The first 2digit of accreditation id indicates issuance system

type.

1 | accreditationld | String Y - EIS Web portal: 10
- CAS: 20

-POS: 31
- CRM: 32
- ASP-CAS: 51
- ASP-POS: 52

2 applicationld String Y Application ID created by the EIS Accreditation website.

HMAC signature generated using the application secret key

3 authorization Strin Y . .
g created by the EIS Accreditation website

It is used for HMAC authentication and must be within 10
4 datetime String Y minutes of the time received from the server.
(Format: yyyyMMddHHmMmss)
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7.1.2.2 Body
No. | Attribute Level | Type Required Description
JSON Data encrypted using RSA algorithm
. - Encrypted with EIS Public Key
1| daa ! String Y - EIS Public Key is shared by the EIS
Accreditation website
2 forceRefreshToken 1 Boolean N \r/(\e/fhrgtsl:]er to force authentication token

7.1.2.3 Request Example

"forceRefreshToken": true

"data":"eneAzZDnJP/5B6r/X6RyA1P3Iv6ZnnC1CzXENXxpgpGKMjPK+HbfHK/xp4dArKeqeH6+rI/oCdI74afQrdpg801BkXcl3usg
GxbL1JeRYUj2VcnxbWVANEp9yeWchpz7mmAt67fnTxfloen7MjuzE256DtnCalghZuSR27vGQ28X41/0Q01ZsFUd+M1aGwbLHVIWCTM
ETb3QxLQiSsZfIbzQFUYXxPeXvhGgLgbXYeF85zVx1TcatRpcyzof212JuCkb9y4uZZtnvLO1XzPCeenUO8fbogSk6EODPOJ/PWOOYI
GerPyMm1G5X@BHpZ/rnblYXEYqBTbHXgDHBW7RDQz6+" ,

7.1.2.4 Request “data” Attribute Specification

JSON Format
No. Attribute Type Required Description
1 userld String Y User ID of the EIS Accreditation website
. f the EIS A itati ite in plai

) password String v User password of the EIS Accreditation website in plain

text format

Authentication Secret Key: Encryption key randomly
3 authKey String Y generated by the user in plaintext format

(AES-256) - 32 character string

7.1.2.5 Decrypted JSON in “data” attribute

{

"userId":"douzone",

"password":"abc!123",

"authKey": "eQNWGYPMNyEzT1YBsOVy#Z7rJubl3r~6"
}
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7.1.3 Response Message

7.1.3.1 Response Status

Status Response Description
Code Message
200 OK When authentication token issuance is successful
400 Bad Request In case the request header or body contains an incorrect value in the form or
type
401 Unauthorized In case the password or application_secret_key or HMAC signature does not
match
404 Not Found In case the user ID or application ID does not exist
500 Internal Server Error | Other errors occur
7.1.3.2 Body
No. Attribute Level | Type |Required Description
1 |status 1 String Y Authentication request status
(values 1-Success and 0- Failure)
2 |data 1 N If Status is ‘1’
- Encrypted using the AuthKey provided by the taxpayer's
application (AES-256)
errorDetails N If Status is ‘0’
errorCode 2 String Y Unique error code
errorMessage 2 String Y Error description

7.1.3.3 Error Spec

EOX - Request Header / Auth Error

Error Code Error Message Description

EO1 Invalid accreditationld Accreditation ID that does not exist or is not registered for
production environment

E02 Invalid applicationld Invalid application ID does not exist or does not match its
accreditation 1D

EO03 Invalid authToken Expired or invalid authentication token

E04 Invalid HMAC Signature The HMAC Signature in the Authorization field of the Request
Header is incorrect.

E05 Invalid Datetime The Datetime field in the Request Header is invalid.

E06 Expired EIS Key-pair EIS Key-pair of application has been expired.

EO7 Non-whitelisted IP Request from unregistered IP in the white-list on the Accreditation
system.

E08 Locked Sandbox If the accreditationld is under the approval process on the EIS-

accreditationld

CERT system, or when the EIS-CERT approval or EIS-PTU is
completed, the Sandbox API test can't carry out anymore.
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E1X - Request Body Error

Error Code Error Message Description
E1l Invalid Request Body JSON  |JSON Data in Request Body is invalid
E12 Invalid eisKeyld Non-existent EIS Key-pair ID
E13 Expired eisKeyld Expired EIS Key-pair ID
El4 Duplicated submitld Submit ID is already exists
E15 Invalid submitld Submit 1D that does not exist or has expired after submission
E16 Not existent result document  |Submit ID of non-existent processing result document

E2X - Request Data Error

Error Code Error Message Description
E21 It could not decrypt the "data" field |The field "data" in the request body cannot be decrypted.
E22 Invalid JSON data in the "data" field
E23 Invalid User ID or Password User ID does not exist or Password does not match
E24 Invalid authKey AuthKey has an invalid format.

E99 - Internal Server Error

Error Code Error Message Description

E99 Internal Server Error In case of an error due to internal server problems

7.1.3.4 Response Example

CASE 01 - Success
{

"status": "1",

"data":
"uIBdWCRrNnpUKfd+RcYYwgHtFi6M3ggKON+tgp36WDgBFMzU2q06Qe7VvEF ITWtDnmeKQ6mom5ZX3qCz/SPPshtsS3SrL9YTDVw42Rsg
ZYYK5pbL4kpR6XqroHjjBruiv6PxgCtZneCqGtPAXx/4EScePKIBVAKpFOMOTENY3NjmZXvrMRYMCOjNeZDMb49vxukOFD56XIAdVncSm
bvEP5n60C+T7YSMPSbDIYZmNhLBobfUfpvOUvela5Ggv3fOnFHQzA4RCtYP4hrzHT4dITbN11KnVwWHBW7Z8F8mIZId2ROXxk1K7ae6GO5
8TMQ2fX1S"

}
CASE 02 - Failure
{
"status": "o",
"errorDetails": {
"errorCode": "E23",
"errorMessage": "Invalid User ID or Password"
¥
}

7.1.3.5 Response “data” Attribute Specification

JSON Format

No. Attribute Type Required Description
accreditationld String Y Accreditation ID
2 userld String Y User ID

Authentication token (Number+Uppercase alphabet

3 authToken String Y 32character - 256bit)
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Session Secret Key
4 sessionKey String - Symmetric key to use for data encryption during the
session
. . Token expiry date, Date format is ‘yyyy-MM-
5 tokenExpiry String ddThh:mm:ss’

7.1.3.6 Decrypted JSON in "data" attribute

{
"accreditationId": "test accreditation id",
"userId": "testuser",
"authToken": "53A8CJFLEK3CE9MQ7L2X9V76TUIPZ4YU",
"sessionKey": "WmZq4t7w!z$C&F)I@NcRFfUjXn2r5u8x/",
"tokenExpiry": "2021-06-16T712:20:00"

}

7.2 Invoice Issuance

API to transmit/send invoices issued by taxpayers’ system (CAS/CRM/POS) to the EIS system for single
up to 100 cases.

Return acknowledgment message (success/failure) immediately in JSON data for the call.

7.2.1 Path

@® Method: POST

@® URL: /api/{version}/invoices

Example Endpoint

https://eis-api.bir.gov.ph/v2/invoices

7.2.2 Request Parameters

7.2.2.1 Header

No. | Attribute Type Required Description

1 accreditationld | String Y Accreditation ID issued by the EIS Accreditation website

2 applicationld String Y Application 1D created by the EIS Accreditation website

3 authToken String v Authentication token received as a result of Authentication
API

N . HMAC signature generated using the session secret key

4 authorization String Y received as a result of Authentication API
It is used for HMAC authentication and must be within 10

5 datetime String Y minutes of the time received from the server.

(Format: yyyyMMddHHmMmMSS)
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7.2.2.2 Body

No. | Attribute Level Type Required Description

ID to differentiate submission units when submitting
one invoice or multiple invoices at once

- Give unique value for each submission unit

- Used as a key-value when checking the processing

1 submitld 1 String Y result later

- EIS_Accreditation_ID +'-'+ {YYYYMMDD} + '-'
+(0,1,2,3,4,5,6,7,8,9,ab,c,d,ef)

12 repetitions of the randomly selected one

- Example>12345678-20090325-be3cfa2cOble

AES256 Encrypted Invoice JSON in JWS format (1-
100)

Encrypted with the provided Session Secret Key
when issuing the authentication token.

2 data 1 String Y

7.2.2.3 Request Example

"submitId":"12345678-20210325-be3cfa2coble”,

"data":
"cwMtQmlx/upJuEgKFTMTQ6RH1s6S0QWmISknTMBVHMOCFeJCCs40tZZbdf76sP/xpRAK3H5qvF1FmSrIFwlkmcPG1fSrE+AhZXjicro
7dFsFmngugxwcTu4BScdA75FgIolVbvDnDgvzIyg9mDWXMIM3Mkbtt7by5XC9CqVqqhnPSri9R5UE3PIgVKcMsM3aBewBdNGiQ/2Z9fI
TZwCp11/z6h6pMDd93GT30I8nxMsn3frIfUIZF+VWOLDdaHRYZIO6mE30BELTKgLh6QCLYaalF+UtwjVCWNcilnIlOLcr8fYzgob8hge
4BoVRXKsccK128+69NuI3QIIvpBywrqz+ql+vhK7bg6WMT7t0T+8us/LvTSEFdDSOIjFD8PcBQugHPeeHRNYYC1n9MOyEeWwWue+JoXH
P1WT4RVQsJdcaEVC2EdXoYdHQBx9t+PmXCAOpdHNGLVuHM1dHyDVdskznY35SdvpbA4MgYu4OVmYoPYIqlXJIBP39/POCiQR6IALS/YY7
6n2FB+QqJI1ln3ayvvu/WD4k61Y98L96TOSadssFOelF75axBLE9yyOU2aAIhpahF+Syhj5sLR/mRxRxD6sy@1mLsVthiWeua+kRRY4IWG
P9dJIGmE/Tbnf3FTa4130FyG/At50R5LFh2ckNDzZ23briv4LZBwoWhYKTKivPOU6OK+ter/Y22k7FWFrwpZpdeUdOQjOWAMeL7ghWFS
RVY1K1Be3/fP+qGOHFEtAF/z50d4aqztp8NH7JE5jQqFyyRVNOiSvOZFatIErQTp7+/sL4q2XEkcICqpbQ7ShpgeNMvaqP3D1z4zhBZE
rVZONvSVjObtleHexIPibMYNeuIFevULQBchd10xwqrZiZyyi+5224N53EV]jys8nPiW2ZFBVcEviNsOWvbOnEw9PqD2iMFVtTFHEhWWO
feEel7ROn5q3jbPX1D+RUgSOxgdghwhhF1iP68XhphWLOjI/74Nmf8VnUIAWvVINZGB1cMOgW9oHiNNszuhHe/DydLgl11QaCtSLCcA+Ee
e0GHQJIOCULVNDrwbVwP2N5nVajdzPOU6OK+terW/Y22k7FWFrwpZpdeUdOQjOWAMeL7ghWFSRVY1K1Be3/fP+qGOHFEVFZY1k8+sXFpI
s6AopkEaXLXZhkJIQalapVD4nwb6axcAoQQZeBugsfb/Eyycgl7Zc8xUSGIj1XZQQcSReiKaNiG2wbmrGnljDIgh@GUjMRbI7p+ABlcsJ
Cc77BuXC8yYLKxuuGJt2QQ0/mpRde7bKxerXV6DGbRHqw3ISs9DIgx90090mUi6RRAONFeD131B09ajZt8LI7DFc8xn+Ty13IXAGEOV2Q
gxaalI24dxdzhqSLwAtpcED46mWW80g2YLNkyOL1pxtyIj7rIDc8qQQwh/oVbL2gRIKWO1EEYwO7fLDOMdEL8XxQyMgunD7+YRON8k3yY
VACF4R5XG9nR6Rs1kbWtZG6yhUE@dirkOYFoM8z+YbHybPH/CqiazWscK7doyQXtZF8mZvYsLsiCSOkmtcIYZnilvhZyo5Hddc42V2E]
8fEPL5/GQpS5CD4+xrQli8C1fBZ9KQX3FthAAJOVQ47CmMejpaCXxaLJymmLDrftFV50D/TOgZ11EGBrxg00QgQLedeTk5dGaibpZiz]j
r9eHgSd8WrT3VSs4jWWEBFIi/kLvolyn6ZZ1RsvofmDgQSQKwCHWDMDVLWVOj4I9CPQRFX8X2FgIdqQWyUjuCfF7+P/Qz/DiPND91Qor
NEcSbvpAFdf6EbkBFLg3fijnBRAbEzu+dIkk6UUedshxIaobIiTSCd+wMO9y+bmgLLCzYvmY2FsIb6Eprr+CxM2F]Gca+03IU3ABIVQE
WylYIODia7jMZjt@7KR/SBDODXCImYurvzsIKiNKhQYsAtkyldqlMQ4L1PzvhIHWYyV4hs7AHrPmztkNFNE2Sg+DgMfsEGYq99j6ZnselW
1CI/dbY3bq9B3yNRcIr5QVFOVIWISNE73tTc55MR2RI6h8WY70qQX9hhKeYE4EVkO1xIvMuOsypc60AadwgIp3PfgiuI3UYFBerwHiWTe
8meMnJov15VjbTRBg9SHyJLgDHCODMIGqOxPOLIKAC/SjS8hvKXi8Gw87aXITolalUhdOLUg6ULVE2CMOeL6tz1RO7DgLFyv+2Th9Ajg
WC1k3+LPjiEDRS6Xsi0d2XzL21AAQGUDIapFINQFDjs4INDjV7mFahiNQva7SrbHknz@A77wdc/HbRrk5TggcYGgm6Uaidl1AQEjNNT88
tP11dZaGvqIdzKLxDQDDALXx7JHGmlalgOPe4su9gFHTQ+PV1k+VBUp5m9tOYpCHE1ls57+nk+BW3Q2Dh83ULXFXUYZPN6M4AdI+kGiZA/k
Ncp13A0ebUPMtKnmiTPFRIoTvjPbyfCRtd3cy6CilfBdNYOVIpI1zhUgYk/NUyMmK91IoQZzdFAUEiGFWp2QfTrCcRNh4H6ABSQ4+3eZ
5g7ZiRVUIt5Tkvv8+7bPnRkQISYtASpmppYtK4ris4IJWr/yMvBazHalZfusOOF8XMAg7C/E8JenI6HEbACceTfPeAwd44nk5gVMOVz1C
G/DvTMXDQCgKG5Zt1I yV9dwWmplE8@bTjkz4k/CzRC/7yN7g=="

}

7.2.2.4 Request “data” Attribute Specification

Refer to e-invoice JSON format
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7.2.2.5 Decrypted JSON in “data” attribute

String value that each e-invoice JSON (JWS format) is separated by a delimiter (,), e-invoice JSON is
allowed to add a minimum of 1 and a maximum of 100

e-invoice JSON JWS1,e-invoice JSON JWS2,...,e-invoice JSON JWS100

7.2.3 Response Message

7.2.3.1 Response Status

Status Response Descriotion

Code Message P
200 OK When invoice receiving is successful
400 Bad Request In case the request header or body contains an incorrect value in the form or

type
401 Unauthorized In case the HMAC signature does not match
404 Not Found In case the accreditation ID or application ID does not exist
500 Internal Server Error | Other errors occur
7.2.3.2 Body
No. Attribute Level Type Required Description
. Authentication request status

1 status 1 String Y (values 1-Success and 0- Failure)
If Status is 1’

2 data 1 N - Encrypted with t_he F_)rowded Session
Secret Key when issuing the
authentication token. (AES-256)

errorDetails 1 N If Status is ‘0’

4 errorCode 2 String Y Unique error code

errorMessage 2 String Y Error description

7.2.3.3 Error Spec

Refer to 7.1.3.3. Error Spec
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7.2.3.4 Response Example

CASE 01 - Success
{

"status": "1",

"data":
"uIBdWCRrNnpUKfd+RcYYwgHtFi6M3ggKIN+tgp36WDgBFMzU2q06Qe7VvEFITWtDnmeKQ6mom5ZX3qCz/SPPshtsS3SrLO9YTDVw42Rsg
ZYYK5pbL4kpR6XqroHjjBruiv6PxgCtZneCqGtPAx/4EScePKIBVAKpFOMITtNY3NjmZXvrMRYMCOjNeZDMb49vxukOFD56XIAdVNCSM
bvEP5n60C+T7YSMPSbDIYZmNhLBobfUfpvOUvela5Ggv3fOnFHQzA4RCtYP4hrzHT4dITbN11KnVwHBW7Z8F8mIZId2ROXk1K7ae6GO5
8TMQ2fX1S"

}
CASE 02 - Failure
{
"status": "0",
"errorDetails": {
"errorCode": "E@3",
"errorMessage": "Invalid authToken"
}
}

7.2.3.5 Response “data” Attribute Specification

JSON Format

No. Attribute Type Required Description
1 accreditationld |  String Y Accreditation 1D
2 userld String Y User ID
3 refSubmitid String Y Transmitted submit ID

Receiving acknowledgment ID
- 'BIR" +'-' + yyyyMMddhhmmss' + '-' + 00000(5 digit

4 ackld String Y random value in the combination of numbers and uppercase
letters)
. Response datetime, Date format is ‘yyyy-MM-
5 responseDtm String Y ddThh:mm:ss’
6 description String Y Note

7.2.3.6 Decrypted JSON in "data" attribute

"accreditationId": "test accreditation id",

"userId": "testuser",

"refSubmitId": "12345678-20210325-be3cfa2coble”,

"ackId": "BIR-20210325154527-E8QN3",

"responseDtm": "2021-03-25T15:45:28",

"description”: "Transmission has been successfully processed. EIS will process the final
registration within the next business day."

}
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7.3 Inquiry Result

The API that returns the processing result document for the invoice issuance with Submit ID

The response of the APl is

When the requested Submit ID is still on the processing of registration and verification: return the
response ‘processing’.

When the requested Submit ID is completed with the registration and verification: return the JSON data.

7.3.1 Path
® Method: GET

@® URL: /api/{version}/invoice_result/{submitld}

Example Endpoint
https://eis-api.bir.gov.ph/v2/invoice_result/12345678-20090325-be3cfa2cOble

7.3.2 Request Parameters

7.3.2.1 Header

No. | Attribute Type Required Description
1 accreditationld | String Y Accreditation 1D issued by the EIS Accreditation website
2 applicationld String Y Application ID created by the EIS Accreditation website
3 authToken String Y Authentication token received as a result of Authentication API
4 authorization String Y HMAC signature generated using the session secret key

received as a result of Authentication API

It is used for HMAC authentication and must be within 10
5 datetime String Y minutes of the time received from the server.
(Format: yyyyMMddHHmmss)

7.3.2.2 URL Parameter

No. Attribute Level Type Required Description

1 submitld 1 String Y Submit ID used when transmitting e-invoice

7.3.2.3 Request Example

https://eis-api.bir.gov.ph/v2/invoice_result/12345678-20090325-be3cfa2cOble
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7.3.3 Response Message

7.3.3.1 Response Status

Status s
Code Response Message Description
200 OK When returning processing result is successful
400 Bad Request In case the request header or body contains an incorrect value in the form
or type
401 Unauthorized In case the HMAC signature does not match
404 Not Found In case the submit ID or application ID does not exist
500 Internal Server Error Other errors occur
7.3.3.2 Body
No. Attribute Level Type Required Description
. Authentication request status
1 status 1 Strin Y .
g (values 1-Success and 0- Failure)
2 data 1 N If Status is ‘1’
3 errorDetails 1 N If Status is ‘0’
4 errorCode 2 String Y Unique error code
5 errorMessage 2 String Y Error description
7.3.3.3 Error Spec
Refer to 7.1.3.3. Error Spec
7.3.3.4 Response Example
CASE 01 - Success
{
"status": "1",
"data": {
"accreditationId": "test accreditation id",
"userId": "testuser",
"refSubmitId": "12345678-20210325-be3cfa2coble",

"ackId": "BIR-20210325154527-12345",
"responseDtm": "2021-03-25T15:45:28",
"processStatusCode": "01",

"totalCountQuantity": 3,

"successCountQuantity": 2,

"failCountQuantity": 1,
"processedDocuments”: [
{"invoiceUid": "202103251234567800000001", "resultStatusCode": "SuCe@01"},
{"invoiceUid": "202103251234567800000002", "resultStatusCode": "SuCe@01"},
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{"invoiceUid": "202103251234567800000003", "resultStatusCode": "SYNOO4", "description":

"Detailed error message"}
]
}

CASE 02 - Failure

{
"status": "o",
"errorDetails": {
"errorCode": "EO3",
"errorMessage": "Invalid authToken"
}
}

7.3.3.5 Response “data” Attribute Specification

JSON Format

No. Attribute Level Type Required Description

1 accreditationld 1 String Y Accreditation ID

2 userld 1 String Y User ID

3 refSubmitld 1 String Y Transmitted submit ID
Receiving acknowledgment ID

4 ackld 1 String Y - 'BIR" +'-' + yyyyMMddhhmmss'
+'-"+ 00000(Sequence)

. Date format is ‘yyyy-MM-

5 responseDtm 1 String Y ddThh-mm:ss’
Processing status code

6 processStatusCode 1 String Y Olf Process!ng pompleted

02: Processing in progress
03: Processing not available

Fail reason status code

7 failReasonStatusCode 1 String N - Required when
processStatusCode is '03'
Total submitted invoice count

8 totalCountQuantity 1 Number N - Required only when
processStatusCode is '01'
Processing success invoice count

9 successCountQuantity 1 Number N - Required only when
processStatusCode is '01'
Processing failure invoice count

10 failCountQuantity 1 Number N - Required only when
processStatusCode is '01'
Processed document list (JSON

11 proccessdDocuments 1 N Array)

- Required only when
processStatusCode is '01'
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12 invoiceUid 2 String Y EIS Unique ID

13 resultStatusCode 2 String Y Verification result status code

Detailed error message

14 description 2 String N - Required only if an error occurred

7.3.3.6 Inner JSON of “data” from Response Sample

CASE 01 - In case processStatusCode is ‘01 (Processing completed)

{

"accreditationId": "test accreditation id",

"userId": "testuser",

"refSubmitId": "12345678-20210325-be3cfa2coOble”,

"ackId": "BIR-20210325154527-12345",

"responseDtm": "2021-03-25T15:45:28",

"processStatusCode": "01",

"totalCountQuantity": 3,

"successCountQuantity": 2,

"failCountQuantity": 1,

"processedDocuments": [
{"invoiceUid": "202103251234567800000001", "resultStatusCode": "SuCee1"},
{"invoiceUid": "202103251234567800000002", "resultStatusCode": "SUuCe@1"},
{"invoiceUid": "202103251234567800000003", "resultStatusCode": "SYN@®4", "description”:

"Detailed error message"}

1
}
CASE 02 — In case processStatusCode is '02' (Processing in progress)

{

"accreditationId": "test accreditation id",
"userId": "testuser",

"refSubmitId": "12345678-20210325-be3cfa2coble”,
"ackId": "BIR-20210325154527-12345",
"responseDtm": "2021-03-25T15:45:28",
"processStatusCode": "02"

CASE 03 — In case processStatusCode is '03' (Processing not available)

{

"accreditationId": "test accreditation id",
"userId": "testuser",

"refSubmitId": "12345678-20210325-be3cfa2coble”,
"ackId": "BIR-20210325154527-12345",
"responseDtm": "2021-03-25T715:45:28",
"processStatusCode": "03",
"failReasonStatusCode": "FRS002"
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7.3.3.7 Processing Result Code

7.3.3.7.1 Process Status Code

Code Name coik Definition Description
Value
ProcessStatusCode 01 Processing When all verification of e-invoices submitted by the Taxpayer

completed has completed, and e-invoices have been saved in BIR

02 In processing | When verification of e-invoices submitted by Taxpayer is in

progressing

03 Unable to When verification task of e-invoices of submitted by Taxpayer

process is impossible because of decryption error, etc.

7.3.3.7.2 Fail Reason Status Code

Code Name otk Definition Description
Value
FailReasonCode FRS001 |Not exists If Taxpayer requested inquiry result APl by non-existence
submitld submit-1D.
FRS002 |Decryption If an AES-256 encrypted invoice JSON data submitted by
failure Taxpayer is unable to decrypt.

7.3.3.7.3 Process Result Status Code

Code Name otk Definition Description
Value
ResultStatusCode SUC001 |Success If the submitted data has passed all verification processes.

SYNO002 |Invalid signature| If the digital signature of e-invoice is not valid.

SYNOO3 |Duplicated If the EisUniqueld of submitted e-invoice is already registered
EisUniqueld as a normal e-invoice in the BIR.

SYNO0O4 |e-invoice In case of invalid e-invoice structure (field redundancy, non-
schema error existence of required fields, code errors, data type errors,

various number format errors, etc.)

ERROO1 |Seller TIN error | The seller’s TIN is not registered in BIR

ERRO02 |Issuance @ If the Issuance datetime is invalid
datetime error | @ If the Issuance datetime is after the Transmission datetime

@ If the Issuance date in EisUniqueld is different from Issuance
date.

ERR003 |Transmission @ If the Transmission date is invalid
datetime error

ERR004 |Total Sales @ If the plus/minus sign of Total sales amount value and the
Amount, VAT VAT amount is different
Amount error @ If VAT amount value is not ‘0’ when the invoice tax type is

‘Exempt’ or ‘Zero-rated’.
ERRO005 |Code type error | If there are errors in various classification codes.
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ERR006 |Accreditation ID| If the Accreditation ID in the EisUniquelD is different from the
error Accreditation ID of the Taxpayer’s transmission system.

ERROQO7 |E-invoice @ If the PrevUniqueld entered in the corrected e-invoice does
Unique ID to be not exist or is not the seller’s EisUniquelD.

corrected error | @ If the PrevUniqueld is entered when e-invoice is a general
invoice.

ERR999 |Other undefined | Other errors that do not correspond to the errors listed above.
error

7.4 Invoice Result Callback
The API to deliver results to the taxpayer for the Invoice issuance process per-Submit 1D.

It is a callback REST API that is configured in the Taxpayer server if the taxpayer wants to receive the
JSON data of the processing result from the EIS as soon as the invoice registration and verification
processing is completed in the Taxpayer system (Optional)
7.4.1 Path

@® Method: PUT

@® URL: {Taxpayer URL}/api/{version}/receive_invoice_result

Example Endpoint
https://eis-linkage.large_company.com/api/vi/receive_invoice_result

7.4.2 Request Parameters

7.4.2.1 Header

No. Attribute Type Required Description
1 accreditationld | String Y Accreditation 1D issued by the EIS Accreditation website
2 applicationld String Y Application ID created by the EIS Accreditation website
3 authorization String Y HMAC signature generated using the application secret key

created by the EIS Accreditation website

It is used for HMAC authentication and must be within 10
4 datetime String Y minutes of the time received from the server.
(Format: yyyyMMddHHmMmss)

7.4.2.2 Body
No. Attribute Level Type Required Description
1 accreditationld 1 String Y Accreditation ID
2 userld 1 String Y User ID
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3 refSubmitld 1 String Y Transmitted submit ID
Receiving acknowledgment ID
4 ackld 1 String Y - 'BIR' +'-' + yyyyMMddhhmmss' + '-'
+ 00000(Sequence)
. Date format is ‘yyyy-MM-
5 responseDtm 1 String Y JdThh-mm:ss’
Processing status code
6 processStatusCode 1 String Y Olf Process!ng pompleted
02: Processing in progress
03: Processing not available
Fail reason status code
7 failReasonStatusCode 1 String N - Required when processStatusCode is
l03l
Total submitted invoice count
8 totalCountQuantity 1 Number N - Required only when
processStatusCode is ‘01’
Processing success invoice count
9 successCountQuantity 1 Number N - Required only when
processStatusCode is '01'
Processing failure invoice count
10 | failCountQuantity 1 Number N - Required only when
processStatusCode is '01'
Processed document list (JSON Array)
11 proccessdDocuments 1 N - Required only when
processStatusCode is '01'
12 invoiceUid 2 String Y EIS Unique ID
13 resultStatusCode 2 String Y Verification result status code
L . Detailed error message
14 description 2 String N - Required only if an error occurred
7.4.2.3 Request Example

CASE 01 — In case processStatusCode is ‘01 (Processing completed)

{

"accreditationId": "test accreditation id",
"userId": "testuser",

"refSubmitId": "AB123456-20200512-be3cfa2cOble”,
"ackId": "BIR-20210325154527-12345",
"responseDtm": "2021-03-25T15:45:28",
"processStatusCode": "01",

"totalCountQuantity": 3,

"successCountQuantity": 2,

"failCountQuantity": 1,

"processedDocuments": [

{"invoiceUid": "202103251234567800000001", "resultStatusCode":
{"invoiceUid": "202103251234567800000002", "resultStatusCode":
{"invoiceUid": "202103251234567800000003", "resultStatusCode":

"Unregistered Seller TIN"}

]
}

"See1"},
"Se1"},
"EQO1", "description":
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CASE 02 — In case processStatusCode is '03' (Processing not available)
{
"accreditationId": "test accreditation id",
"userId": "testuser",
"refSubmitId": "12345678-20210325-be3cfa2coble”,
"ackId": "BIR-20210325154527-12345",
"responseDtm": "2021-03-25T715:45:28",
"processStatusCode": "03",
"failReasonStatusCode": "PROO1"
}
7.4.3 Response Message
7.4.3.1 Response Status
Status Response A
Code Message Description
200 OK When authentication token issuance is successful
400 Bad Request In case the request header or body contains an incorrect value in the form or
type
401 Unauthorized In case HMAC signature does not match
404 Not Found In case the accreditation ID or application ID or refSubmitld does not exist
500 Internal Server Error | Other errors occur
7.4.3.2 Body
No. Attribute Level Type Required Description
1 status 1 String Y Authentication request status
(values 1-Success and 0- Failure)
2 data 1 N If Status is ‘1’
- Encrypted using the AuthKey provided
by the taxpayer's application (AES-256)
3 errorDetails 1 N If Status is ‘0’
errorCode 2 String Y Unique error code
5 errorMessage 2 String Y Error description
7.4.3.3 Error Spec
Refer to 7.1.3.3. Error Spec
7.4.3.4 Response Example
CASE 01 - Success
{
"status": "1",
"data": {
"accreditationId": "test accreditation id",
"userId": "testuser",
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"refSubmitId": "12345678-20210325-be3cfa2coble”,

"taxpayerAckId": "20210325-20210601135218-12345
"description”: "Test description message"

CASE 02 - Failure

{
"status": "o",
"errorDetails": {
"errorCode": "E15",
"errorMessage": "Invalid submit ID"
}
}

7.4.3.5 Response “data” Attribute Specification

"
E}

JSON Format

NO Attribute Type Required

Description

accreditationld String Y

Accreditation ID

<

2 userld String

User ID

refSubmitld String Y

Transmitted Submit ID

4  |taxpayerAckld String Y

Taxpayer's receiving acknowledgment 1D
- {AccreditationID} + '-' + yyyyMMddhhmmss' + '-' +
00000(Sequence)

5  |description String Y

Note
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8. APl interface example

The process of creating an invoice through the API interface with an external system, sending it to the
EIS, and checking the registration result is described in the following order through examples.

8.1 Authentication API Call

First, in order to use the API of EIS, you must first obtain an authentication token. To issue an
authentication token, it can be issued by calling the Authentication API.

The following is a Java example of the code for issuing an authentication token.

8.1.1 Temporary Secret Key Generation
[Code Sample - Java]

import java.util.Random;
import java.util.stream.IntStream;

public class AuthKey {
private final int length = 32;
private final char[] base71lchars =
"0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxy z@#$% &* ()"
.toCharArray();

public String generate() {
Random random = new Random();
StringBuffer sb = new StringBuffer(length);

IntStream.rangeClosed(1, length).forEach(len ->
sb.append(base71chars[random.nextInt(base71lchars.length)])

El

return sb.toString();

8.1.2 Application authentication information asymmetric key encryption
[Code Sample - Java]

import java.security.KeyFactory;

import java.security.interfaces.RSAPublicKey;
import java.security.spec.X509EncodedKeySpec;
import java.util.Base64;

import java.util.HashMap;

import java.util.Map;

import javax.crypto.Cipher;
import com.fasterxml.jackson.databind.ObjectMapper;
public class Data {

// EIS Public Key String

private String publicKey
="MIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEALIUCQZs06P43gKqwdCFT1wYb3N+m4v6IME4ANPA3WXe52wFpDM/JCFW
SdXa7BewlwzDYjblgwL4u59CPXNTPTh7LTD4xX0aGDIHjX5+YgqK4fb9rsImjMpIACrND/LAdrq5SmctWWzw3UtW3F+o+sNwIZM8
n65ysS+Vhq9IypFlfuQbWrKjAcWz3uliLtplzyf/pjhOEyyZiBUnh6D219+pMiE9nhCpc4xkH1gn1GszIDBqZMMULtGIVFXydAl
VvV5HxXCYJ2ydEzmAKYXVgA9BGXPEGE89dQbeJsieTj+FSsp9oTm+4vi3450pRvHEDWhmZ c40PSWBEL8pwgS7cUnKPtwIDAQAB™ ;

private String userId = "user_id"; // EIS Accreditation system user id

private String password = "user_password"; // EIS Accreditation system user password

private String authKey = AuthKey.generate();
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public String generate() throws Exception {
// Data converts to JSON
Map<String, String> map= new HashMap<>();
map.put(“userId"”, userld);
map.put(“password”, password);
map.put("authKey", authKey);
String json = new ObjectMapper().writeValueAsString(map);

// Decode PublicKey
byte[] decoedPublicKey = Base64.getDecoder().decode(publicKey);

// PublicKey converts to RSAPublicKey
RSAPublicKey rsaPublicKey = (RSAPublicKey) KeyFactory.getInstance("RSA").
generatePublic(new X509EncodedKeySpec(decoedPublicKey));

// Specify RSA Algorithm

Cipher cipher = Cipher.getInstance("RSA");

// Set to Encryption Modeusing RSAPublicKey

cipher.init(Cipher .ENCRYPT_MODE, rsaPublicKey);

// Cipher converts conentto byte array

byte[] bytePlain = cipher.doFinal(json.getBytes());

// Encrypt content

String encryptedData =Base64.getEncoder().encodeToString(bytePlain);

return encryptedData;

8.1.3 Request Authentication API
[Code Sample - Java]

import com.fasterxml.jackson.databind.ObjectMapper;
import com.sample.eis.entity.Hmac;

import org.apache.http.HttpResponse;

import org.apache.http.client.HttpClient;

import org.apache.http.client.methods.HttpPost;
import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.HttpClients;

import java.time.LocalDateTime;

import java.time.format.DateTimeFormatter;
import java.util.HashMap;

import java.util.Map;

public class Authentication {
private final ObjectMapper objectMapper = new ObjectMapper();

private final String charsetName = "UTF-8";

// Authentication API endpoint URL

private final String url ="https://SAMPLE_API_URL/api/authentication";
private final String uri = "/api/authentication”;

private final String contentType = "application/json; charset=utf-8";

private final String accreditationId ="20146IT4"; // Sample Accreditation ID
private final String applicationId ="60xLDIL1"; // Sample Application ID

// Whether to force authentication token refresh (Optional)

private final String forceRefreshToken = "false";

private final String secretKey = "X8TD8UUEDTK7"; // Sample Secret Key

/**
* Request Authentication API
*/
public HttpResponse send() throws Exception {
HttpClient httpClient = HttpClients.createDefault();
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// Set Request URL
HttpPost httpPost = new HttpPost(url);

// Set Request Header

String dateTime = LocalDateTime.now().format(
DateTimeFormatter.ofPattern("yyyyMMddHHmmss")); // Asia/Manila

httpPost.addHeader("datetime"”, dateTime);

String hmac = new Hmac().generate(secretKey, dateTime, httpPost.getMethod(), uri);
httpPost.addHeader("authorization", hmac);

httpPost.addHeader("accreditationId"”, accreditationId);
httpPost.addHeader("applicationId", applicationId);
httpPost.addHeader("Content-Type", contentType);

// Set Request body

Map<String, String> map= new HashMap<>();

map.put("data”, new com.sample.eis.entity.authentication.Data().generate());
map.put("forceRefreshToken", forceRefreshToken);

String json = objectMapper.writeValueAsString(map);

// Set Request Body
httpPost.setEntity(new StringEntity(json, charsetName));

return httpClient.execute(httpPost);

8.2 Sending invoices by the invoice issuance API

8.2.1 Generate issued invoice with e-invoice JWS

Converts SI/OR issued from CAS or CRM/PQS, etc. to e-invoice JSON. The encoding of the JSON file
must be set to UTF-8, and since JSON is a plain text file, it can be created without a separate tool.

8.2.1.1 EIS Unique Invoice ID numbering

EIS Unique Invoice ID is a string consisting of 24 digits and letters, and it is composed of combinations
of the following elements.

1. Transaction Date (YYYYMMDD)
+ 2. Accreditation ID (2 digit + 6 digit)
+ 3. Sequence Or Unique Random Key (8 alphanumeric [26 upper case letters and 10 digits])

8.2.1.2 Generate Invoice JSON

The following is a code sample that generates invoice JSON using Java.

[Code Sample - Java]

import com.fasterxml.jackson.annotation.JsonAutoDetect;
import com.fasterxml.jackson.annotation.JsonProperty;
import lombok.*;

import java.math.BigDecimal;
import java.time.LocalDateTime;
import java.time.format.DateTimeFormatter;
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import java.util.ArraylList;

import java.util.List;

import java.util.Random;

import java.util.stream.IntStream;

@Getter

@Setter

@NoArgsConstructor

@AllArgsConstructor

@Builder

@JsonAutoDetect(fieldvisibility = JsonAutoDetect.Visibility.ANY)
public class CAS {

// Management Information
@JsonProperty("CompInvoiceId")
private String compInvoiceld;
@JsonProperty("IssueDtm")
private String issueDtm;

// Basic Information
@JsonProperty("EisUniqueId")
private String eisUniqueld;
@JsonProperty("DocType")
private String docType;
@JsonProperty("TransClass")
private String transClass;
@JsonProperty("CorrYN")
private String corrYN;
@JsonProperty("CorrectionCd")
private String correctionCd;
@JsonProperty("PrevUniqueId")
private String prevUniqueld;
@JsonProperty ("Rmk1")

private String rmk1;

@JsonProperty("SellerInfo™)
private Seller sellerInfo;
@JsonProperty("BuyerInfo")
private Buyer buyerInfo;
@JsonProperty("ItemList")
private List<Item> itemList;
@JsonProperty("TotNetItemSales")
private BigDecimal totNetItemSales;
@JsonProperty("Discount")
private Discount discount;
@JsonProperty("OtherTaxRev")
private BigDecimal otherTaxRev;

@JsonProperty("TotNetSalesAftDisct")
private BigDecimal totNetSalesAftDisct;
@JsonProperty ("VATAmt")

private BigDecimal vatAmt;
@JsonProperty ("WithholdIncome™")
private BigDecimal withholdIncome;
@JsonProperty ("WithholdBusVAT")
private BigDecimal withholdBusVat;
@JsonProperty ("WithholdBusPT")
private Double withholdBusPt;
@JsonProperty("0OtherNonTaxCharge")
private BigDecimal otherNonTaxCharge;
@JsonProperty ("NetAmtPay")

private BigDecimal netAmtPay;

@JsonProperty ("ForCur")
private ForCur forCur;
@JsonProperty ("PtuNum")
private String ptuNum;

@Getter
@Setter
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@Builder

public static class Seller {
@JsonProperty("Tin")
private String tin;
@JsonProperty(“BranchCd")
private String branchCd;
@JsonProperty("Type")
private String type;
@JsonProperty("RegNm")
private String regNm;
@JsonProperty("BusinessNm™)
private String businessNm;
@JsonProperty("Email™)
private String email;
@JsonProperty("RegAddr")
private String regAddr;

}

@Getter

@Setter

@Builder

public static class Buyer {
@JsonProperty("Tin")
private String tin;
@JsonProperty("BranchCd")
private String branchCd;
@JsonProperty("RegNm")
private String regNm;
@JsonProperty("BusinessNm™)
private String businessNm;
@JsonProperty("Email")
private String email;
@JsonProperty("RegAddr")
private String regAddr;
@JsonProperty("DevAddr")
private String devAddr;
@JsonProperty("AirNum™)
private String airNum;
@JsonProperty("AirNumDt")
private String airNumDt;
@JsonProperty("LadNum™)
private String ladNum;
@JsonProperty("LadNumDt")
private String ladNumDt;

}

@Getter

@Setter

@Builder

public static class Item {
@JsonProperty("Nm")
private String nm;
@JsonProperty("Desc")
private String desc;
@JsonProperty("Qty")
private Long qty;
@JsonProperty("Unit")
private String unit;
@JsonProperty("UnitCost")
private BigDecimal unitCost;
@JsonProperty(“SalesAmt")
private BigDecimal salesAmt;
@JsonProperty("RegDscntAmt")
private BigDecimal regDscntAmt;
@JsonProperty("SpeDscntAmt")
private BigDecimal speDscntAmt;
@JsonProperty("NetSales")
private BigDecimal netSales;
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@Getter

@Setter

@AllArgsConstructor

public static class Discount {
@JsonProperty("ScAmt")
BigDecimal scAmt;
@JsonProperty("PwdAmt")
BigDecimal pwdAmt;
@JsonProperty("RegAmt")
BigDecimal regAmt;
@JsonProperty("SpeAmt")
BigDecimal speAmt;
@JsonProperty("Rmk2")
String rmk2;

BigDecimal getTotalDiscountAmount() {
return this.scAmt.add(pwdAmt).add(regAmt).add(speAmt);
}

}

@Getter

@Setter

@AllArgsConstructor

public static class ForCur {
@JsonProperty("Currency")
private String currency;
@JsonProperty("ConvRate")
private BigDecimal convRate;
@JsonProperty("ForexAmt")
private BigDecimal forexAmt;

}

private transient final char[] base62chars =
"0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz"
.toCharArray();
private transient final int length = 8;

private String getSequence() {
Random random = new Random();
StringBuffer sb = new StringBuffer(length);

IntStream.rangeClosed(1, length).forEach(len ->
sb.append(base62chars[random.nextInt(base62chars.length)])
)

return sb.toString();
}

public CAS CAS(String accreditationId) {
String currentLocalDate =
LocalDateTime.now().format(DateTimeFormatter.ofPattern("yyyyMMdd"));
String currentLocalDateTime =
LocalDateTime.now().format(DateTimeFormatter.ofPattern("yyyyMMddHHMmss"));

String eisUniqueld = currentLocalDate + accreditationId + getSequence();

Seller seller = getSampleSeller();
Buyer buyer = getSampleBuyer();

List<Item> itemList = getSampleItemList();

BigDecimal totNetItemSales = itemList.stream()
.map(item -> item.getNetSales())
.reduce(BigDecimal.ZERO, BigDecimal::add);

Discount discount = getSampleDiscount();
ForCur forCur = getSampleForCur();

BigDecimal otherTaxRev = new BigDecimal(209);
BigDecimal totNetSalesAftDisct = totNetItemSales
.add(otherTaxRev)
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.subtract(discount.getTotalDiscountAmount());
BigDecimal vatAmount = totNetSalesAftDisct.multiply(new BigDecimal(©0.12));
BigDecimal withholdIncome = new BigDecimal(3);
BigDecimal withholdBusVat = new BigDecimal(7);
Double withholdBusPt = 0.1;
BigDecimal otherNonTaxCharge = new BigDecimal(1090);
BigDecimal netAmtPay = totNetSalesAftDisct
.add(vatAmount)
.add(otherNonTaxCharge)
.subtract(withholdIncome)
.subtract(withholdBusvat);

CAS cas = CAS.builder()
.compInvoiceId("0000000001")
.issueDtm(currentLocalDateTime)
.eisUniqueld(eisUniqueld)
.docType("01")
.transClass("01")
.corrYN("N")
.correctionCd("") // if corrYN is "Y" then this field must not blank
.prevUniqueId("") // if corrYN is "Y" then this field must not blank
.rmk1("Invoice Remark 1")
.sellerInfo(seller)
.buyerInfo(buyer)
.itemList(itemList)
.totNetItemSales(totNetItemSales)
.discount(discount)
.otherTaxRev(otherTaxRev)
.totNetSalesAftDisct(totNetSalesAftDisct)
.vatAmt (vatAmount)
.withholdIncome(withholdIncome)
.withholdBusVat(withholdBusVat)
.withholdBusPt(withholdBusPt)
.otherNonTaxCharge(otherNonTaxCharge)
.netAmtPay(netAmtPay)
.forCur(forCur)
.ptuNum("201461T4-0000001")
.build();

return cas;

}

private Seller getSampleSeller() {
return new Seller(
"111111111",
"00000",
"o",
"Seller Registered Name",
"Seller Business Name",
"seller@bir.gov.ph",
"Seller Registered Address"
)
¥

private Buyer getSampleBuyer() {
return new Buyer(

"222222222",
"00000",
"Buyer Register Name",
"Buyer Business Name",
"buyer@bir.gov.ph",
"Buyer Register Address",
"Buyer Development Address",
"9123456789",
"20220217",
"9876543210",
"20220217"

)s
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private List<Item> getSampleItemList() {
List<Item> itemList = new ArraylList<>();

Item item = new Item(
"Item 1",
"Item Description”,
Long.valueOf(2),
"EA",
new BigDecimal(85490),
new BigDecimal(170989),
new BigDecimal(5090),
new BigDecimal(620),
new BigDecimal(170400)

)5

itemList.add(item);
return itemList;

}

private Discount getSampleDiscount() {
return new Discount(
new BigDecimal(510),
new BigDecimal(470),
new BigDecimal(290),
new BigDecimal(20),
"Discount Remark"
)
}

private ForCur getSampleForCur() {
return new ForcCur(
"usD",
new BigDecimal(950),
new BigDecimal(90)
)s

8.2.2 e-invoice JSON digital signature

The generated e-invoice JSON must be digitally signed to ensure that it was created in the LT.

The digital signature is digitally signed using the key-pair issued by EIS, and the JSON standard digital

signature format uses the JWS (JSON Web Signature) format.

Detailed description of JWS is provided in 6.4 JWS digital signature of this document.

The following is a code sample that creates JWS by digitally signing invoice JSON generated using Java.

[Code Sample - Java]

import com.nimbusds.jose.*;
import com.nimbusds.jose.crypto.RSASSASigner;

import javax.crypto.Cipher;

import javax.crypto.SecretKey;

import javax.crypto.spec.IvParameterSpec;
import javax.crypto.spec.SecretKeySpec;

import java.security.KeyFactory;

import java.security.interfaces.RSAPrivateKey;
import java.security.spec.PKCS8EncodedKeySpec;
import java.util.Base64;
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public class JWS {

public String generate(String id, String privateKey, String data) throws Exception {
JWSHeader jwsHeader = new JWSHeader.Builder(JWSAlgorithm.RS256).keyID(id).build();
Payload payload = new Payload(data);

JWSObject jwsObject = new JWSObject(jwsHeader, payload);

byte[] decodePrivateKey = Base64.getDecoder().decode(privateKey);

RSAPrivateKey rsaPrivateKey = (RSAPrivateKey)KeyFactory.getInstance("RSA").generatePrivate(
new PKCS8EncodedKeySpec(decodePrivateKey));

JWSSigner signer = new RSASSASigner(rsaPrivateKey);

jwsObject.sign(signer);

return jwsObject.serialize();

}

public String encrypt(String sessionSecretKey, String jws) throws Exception {
byte[] rawSecretKey = sessionSecretKey.getBytes();
SecretKey secretKey = new SecretKeySpec(rawSecretKey, "AES");
Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding");

cipher.init(Cipher.ENCRYPT_MODE, secretKey,
new IvParameterSpec(sessionSecretKey.substring(0, 16).getBytes()));
byte[] encrypted = cipher.doFinal(jws.getBytes("UTF-8"));

return Base64.getEncoder().encodeToString(encrypted);

8.2.3 Encrypt generated JWS using Session Secret Key
[Code Sample - Java]

public String encrypt(String sessionSecretKey, String jws) throws Exception {
byte[] rawSecretKey = sessionSecretKey.getBytes();
SecretKey secretKey = new SecretKeySpec(rawSecretKey, "AES");
Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding");

cipher.init(Cipher.ENCRYPT_MODE, secretKey,
new IvParameterSpec(sessionSecretKey.substring(0, 16).getBytes()));
byte[] encrypted = cipher.doFinal(jws.getBytes("UTF-8"));

return Base64.getEncoder().encodeToString(encrypted);

8.2.4 Request invoice issuance API
8.2.4.1 Generate Submit ID

Submit ID is an Identifier to differentiate submission units when submitting one invoice or multiple
invoices at once.

- Give unique value for each submission unit
- Used as a key-value when checking the processing result later

- EIS_Accreditation_ID +'-'+ {YYYYMMDD} +'-'+ (0, 1, 2,3,4,5,6,7,8,9,a,b,c,d, e, f) 12
repetitions of the randomly selected one

- Example> 12345678-20090325-be3cfa2cOble
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[Code Sample - Java]

import
import
import
import

public

java.time.LocalDateTime;
java.time.format.DateTimeFormatter;
java.util.Random;
java.util.stream.IntStream;

class SubmitId {

private final int length = 12;
private final char[] uniqueChars = "0123456789abcdef".toCharArray();

public String generate(String accreditationId) {
Random random = new Random();
StringBuffer sb = new StringBuffer(length);

IntStream.rangeClosed(1, length).forEach(len ->
sb.append(uniqueChars[random.nextInt(uniqueChars.length)])

)5

return accreditationId

+

+ LocalDateTime.now().format(DateTimeFormatter.ofPattern("yyyyMMdd"))

+

+ sb.toString();

8.2.4.2 Request & Response Issuance API

[Code Sample - Java]

import
import
import
import
import
import

import
import
import
import
import

import
import
import
import
import
import

import
import
import

import

public

java.
java.
java.
java.
java.
java.

javax.
javax.
javax.
javax.
javax.

org.a
org.a
org.a
org.a
org.a
org.a

nio.charset.Charset;
text.SimpleDateFormat;
util.Base64;
util.Date;
util.HashMap;
util.Map;

crypto.
crypto.
crypto.
crypto.
crypto.

Cipher;

Mac;

SecretKey;
spec.IvParameterSpec;
spec.SecretKeySpec;

pache.http.HttpResponse;
pache.http.client.HttpClient;
pache.http.client.methods.HttpPost;
pache.http.entity.ContentType;
pache.http.entity.StringEntity;
pache.http.impl.client.HttpClients;

com.fasterxml.jackson.databind.ObjectMapper;

lombok.Getter;
lombok.Setter;
lombok.ToString;

class Invoice {
String HMAC_SHA 256 = "HmacSHA256";
String secretKey = "#Go(YD3aiML3tTCGArQtFd(e$691c%jk"; //

public void execute() throws Exception{

/1 A

PI Call

HttpResponse response =this.send();

// Get Response

Sample Secret Key
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Entity entity = this.response(response);

if (entity.getData() != null){
String data = this.decodeData(entity);
}
¥

public HttpResponse send() throws Exception {

String url ="http://SAMPLE_URL/api/invoices";

String accreditationId ="20111111"; // Sample Accreditation ID

String applicationId ="AAAAAAAA"; // Sample Application ID

// Sample Authentication Token

String authToken ="ANGKWMVLS4PLGE6GVVOKLRF14XH2F6BM";

// Sample EIS Key-pair private key

String jwsKey
="MIIEvgIBADANBgkqhkiGOwOBAQEFAASCBKgwggSkAgEAAOIBAQCA1fMeXOjWEWZoMgLxscNS5vFcmDKsjO71cYb4deqEuVXNVsr
TKk1EH+GNTFCMQE/LLDpWghZniPdLV4ncjgleIYZ2anOrJfm7kOK2FAHKNNAVs0ZS/N8uGmBtrcDgmoeqqJOMkK5KhXnM1cwwdb
wpfZC9gztIn9JbxvzVk4qVOhhURGU82pV76k1lekkEKUjQLlXyentP1LKgAr877Uww8Ub83KI1ZgWkcTzV+ifhtnrX/9ydQfqUhwi
EpW5txcRqv6A8atZSME6HVYKA1W8+EZzCMMh9IbneDRIJiPnfOhJeVzePOVI6M+ftEc6vOAGLKYI/iXpPXxL3b1GBkAeSuJCyU4FAg
MBAAECggEAevr3g0tGjL/MwGV4nyGssxLTfH3TsZbEbXBO41ONYzzSg4Gc4u+IdKkixQMwBmAxbEOU8IgTOEEARIEFfgPaY8a3S0
k+uoQiGj1Pzp+mmGwH++hihPwFse8Ax3Jrw7UVAtKuzKELNbMXKgf6lpbsKt4I2/ugPq9xwzV6vD5SE6ATK6NUTOorRbmzLX1Pj7Q
IUFpi/t9Y31qgtIafUelD+NxZh1lcFc5qYsIj8iLUH+9PjWDroL/i10TQAtDYMbmtPH5M1KwzBiSLyhjbfjkKYP/hEGTmMOX/031aC
BZOL8+JdeL17jv31rvAIBHWVRpOysFejmNXYaEgaSfm3xUIkuzOooXQKBgQD5YjKXbQxsIPfkC4cqvDHGbkatu98XSvBhPSUNX8
bopMTBD1qi5+4603tjN1HM4gg7LR10803DNVNTVCc7WOWOBNwfGDOe4dte47353S4weIqXaAGjDNzL5E+kuNR3SN/YcyvRbrpIugv
t+CwnhjJAh+fiRra+ky40ZvaHWFAOVOSWKBEQCOVViPKW79FZECcj5q09tVpn5b+z3PiDShHOYDa5ZIg17AZz55Q1y Tc1jOX5iHB
KPo8H1gqvxW6a8jDsOQULVioGIPHUFY6aXT11//8ywCFOwgOWKTax+dzWh4dhvx5+13qESOfWPrA71Z52r7YAAgrxn3TWsM7 IN9k
gTIDHUdw+ZwKBgQDP+46X7XFbyI8VGGWtPVEAPb4ibLndE jmxzzNAX61jHu+c1pzOmkF71BZ20ornhpYcZ20FY4P5aPGH28WxkgX
PrB7Yq/V5QFSLPIPYMCAOkUrmgkq@7JdNVca2K8RoKxXN45Gx2MC/vQerkgc2nWUjgPdGf6Up+jz+R8Ht6Z6TnswKBgQC8RNZL7
5v+q1i7005uW8Y1IMTKOkhF2eQa/bbKLAYJ271i4B3nSXI70fITg+gA58QPHT13R6rfKccPjcHHikAL7YXxMI1kiSNfzil 3MAYEUIq
qOOMFXUINWhWKFQXvJE/AYWDI1J/duKdrP942y8nYN+FE2j24qfYOAq1PuPlszdr/wKBgF2NFXmc4b3e/7RngWQNp@sg5bIIIRD
wPpgQmR/u533vir+PbstYfoW78uSCeauNHV2NF43pgqNXq0qImIGg+IFIw2e990KEH494yZAWkBONnddHB1GbBCFFADgZbyojX13r
2U5vBFhxLtmdD1VrzZ3q6LUm2928MsxQ2pCYb3YpWuT";

SimpleDateFormat formatter = new SimpleDateFormat("yyyyMMddHHmmss");

Date current = new Date();

String dateTime = formatter.format(current);

JWS jws = new JWS();
CAS cas = new CAS();
String encryptdws = jws.encrypt(
secretKey,
jws.generate("Akeypairee", jwsKey, cas.createSamplelson(accreditationId)));

HttpClient httpClient = HttpClients.createDefault();
HttpPost httpPost = new HttpPost(url);

// HMAC

String value = dateTime + httpPost.getMethod() + "/invoices";
SecretKeySpec key = new SecretKeySpec(secretKey.getBytes(), HMAC_SHA_256);
Mac mac = Mac.getInstance(HMAC_SHA_256);

mac.init(key);

byte[] rawHmac = mac.doFinal(value.getBytes(Charset.forName("UTF-8")));
String signature= "Bearer " + Base64.getEncoder().encodeToString(rawHmac);

httpPost.setHeader("authorization",signature);
httpPost.setHeader("authToken",authToken);
httpPost.setHeader("applicationId",applicationId);
httpPost.setHeader("accreditationId",accreditationId);
httpPost.setHeader("datetime",dateTime);
httpPost.setHeader("Content-Type","application/json; charset=utf-8");

Map<String, String> map= new HashMap<>();

String submitId = new SubmitId().generate(accreditationId);
map.put("submitId", submitId);

map.put("data”, encryptlws);

ObjectMapper mapper = new ObjectMapper();
String json = mapper.writeValueAsString(map);

httpPost.setEntity(new StringEntity(json, ContentType.APPLICATION_JSON));
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return httpClient.execute(httpPost);
¥

/**
* Receive receipt information
*
* @param response
*/
public Entity response(HttpResponse response) throws Exception {
ObjectMapper mapper = new ObjectMapper();
Entity entity = mapper.readValue(response.getEntity().getContent(), Entity.class);

return entity;

}
/**

* Deocde Data
*
* @param entity
*/
public String decodeData(Entity entity)throws Exception {
// SecretKey converts to bytearray
byte[] secretKeyByte = secretKey.getBytes();
// Set to SecretKeySpec toAES
SecretKey key = new SecretKeySpec(secretKeyByte, "AES");
Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding");
// Set to DecryptionMode using AES
cipher.init(
Cipher .DECRYPT_MODE, key,
new IvParameterSpec(secretKey.substring(0,16).getBytes("UTF-8")));
// Decode encrypted content
byte[] byteStr = Base64.getDecoder().decode(entity.getData().getBytes());

return new String(cipher.doFinal(byteStr), "UTF-8");
}

@ToString
@Getter  //lombok
static class Entity {
String status;
String data;
ErrorDetails errorDetails;

}

@Setter

@Getter

@ToString

static class ErrorDetails {
String errorCode;
String errorMessage;

8.3

Checking the registration result through "Invoice Issuance Result
Check API"

8.3.1 Request Inquiry Result API

[Code Sample - Java]

import com.fasterxml.jackson.databind.ObjectMapper;
import com.sample.eis.entity.Hmac;

import org.apache.http.HttpResponse;

import org.apache.http.client.HttpClient;

import org.apache.http.client.methods.HttpGet;
import org.apache.http.impl.client.HttpClients;
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import java.time.LocalDateTime;
import java.time.format.DateTimeFormatter;

public class InquiryResult {
private final String submitId = "201461T4-20220216-3200a2752e72"; // Sample Submit Id

private final String url = "https://SAMPLE_URL/api/invoice_result/" + submitId;
private final String uri = "/api/invoice_result/" + submitId;
private final String contentType = "application/json; charset=utf-8";

private final String secretKey = "zsmV5%Yc9zOAIINQG)4OR3YN@FFM(kXz"; // Sample Secret Key
private final String authToken = "G6SE9E5PS2JAOJHIK506XQURAXKEC3IQ"; // Sample Session Key
private final String accreditationId ="20146IT4"; // Sample Accreditation ID

private final String applicationId ="60xLDIL1"; // Sample Application ID

public HttpResponse send() throws Exception {
HttpClient httpClient = HttpClients.createDefault();

// Set Request URL
HttpGet httpGet = new HttpGet(url);

// Set Request Header

String dateTime = LocalDateTime.now().format(
DateTimeFormatter.ofPattern("yyyyMMddHHmmss")); // Asia/Manila

httpGet.addHeader("datetime", dateTime);

String hmac = new Hmac().generate(secretKey, dateTime, httpGet.getMethod(), uri);
httpGet.addHeader ("authorization", hmac);

httpGet.addHeader ("authToken", authToken);
httpGet.addHeader("accreditationId"”, accreditationId);
httpGet.addHeader("applicationId"”, applicationId);
httpGet.addHeader("Content-Type", contentType);

return httpClient.execute(httpGet);
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